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PROTECTIVE FORCE PROGRAM MANUAL

1. PURPOSE. This Manual provides detailed requirements to supplement DOE O 473.2,
PROTECTIVE FORCE PROGRAM, which establishes the requirements and
responsibilities for management and operation of the Department of Energy (DOE)
Protective Force (PF) Program.

2. DEVIATIONS. Deviationsfrom this Manual must be processed through procedures
established in DOE O 470.1, SAFEGUARDS AND SECURITY PROGRAM.

3. CONTACT. Questions concerning this Manual should be directed to the Program
Manager, Protection Program Operations, OSS, at (301) 903-5693. Questions concerning
Chapter VIII, “Executive Protection Program,” should be directed to the Executive
Protection Program Manager, DOE Headquarters, at (202) 586-2134.

4, IMPLEMENTATION. The requirements of this Manual must be implemented as soon as
possible, consistent with collective bargaining and similar agreements and contractual
requirements. Implementation plans for any requirements that cannot be implemented
within 6 months of the effective date of this Order or within existing resources must be
developed by heads of Field Elements and submitted to the respective Lead Program
Secretaria Office/Administrators, NNSA. Copies of these plans must be forwarded to
the Office of Security and Emergency Operations, through the OSS.

BY ORDER OF THE SECRETARY OF ENERGY:

SENT 0P
§' Lok ’Q
%Sbrrgsda}

T.J. GLAUTHIER
Deputy Secretary
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CHAPTERI

PROTECTIVE FORCESMANAGEMENT

1 PLANS, POST AND GENERAL ORDERS, AND PROCEDURES.

a

Devedopment. Written plans, post orders (POs), general orders (GOs), and
procedures covering protective force (PF) routine, emergency, and administrative
duties; tactical deployment; and other operationd requirements must be devel oped.
Plans, POs, GOs, and procedures must be clear, concise, and current.

@ Pans. Required protection strategies,; tactica response options, actions, and
times; and other applicable response requirements must be addressed in
response plans. Required PF plans indude the following, as a minimum:

@ Security incident response plans, covering response requirements to
security incidents; adversary intruson of afacility/dte; and defense
agang adversary use of wegpons, explosives, and chemica/biologica
weapons (CBW), as described in the Design Basis Threat for DOE
Programs and Facilities (U) [short title: Design Basis Threat
(DBT)]. Security incident response plans must provide specific
response direction and required actions to PF personnd for applicable
containment, denial, recapture, recovery, and pursuit strategy
requirements and to support interruption/neutralization operations
before completion of adversary task times.

(b) Facility evacuation response plans, covering protection of security
interests, employees, the public, and the environment during nuclear
release incidents, adversary use of CBW, radiologica/
toxicologicd/industrid sabotage, and other site emergencies.

(© Security contingency response plans, covering such areas as PF work
stoppages and recall measures and required response actions of locdl,
State, and Federd law enforcement agencies.

(d) Target folders, containing interagency compatible site descriptions and
reponse planning documentation aong with facility-gpecific information
[i.e., engineering descriptions of buildings, entry/exit locations, response
and observation positions, types and quantities of specia nuclear
materid (SNIM) or other attractive targets and their locations, critica
paths, etc.] to assst the PF and outside law enforcement agenciesin
conducting interagency compatible tactical operations. Target folders
must be devel oped by sites possessing Category /11 quantities of SNM
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and/or significant radiologica sabotage concern(s) using the format
approved by the Director, Office of Safeguards and Security (0SS).

2 POs and GOs PF responsihilities, assgnments, and requirements involving the
protection of safeguards and security (S& S) interests must be addressed in
GOs and POs.

@ POs must contain specific guidance for the operationa requirements at
adesignated PF post. POs must be developed and in place for
temporary posts for the duration of the time period the post is manned.

(b) GOs mugt contain guidance for PF personne in the conduct of Site- and
facilitywide duties [e.g., vistor and access control, search requirements,
escort procedures, communications, nonsecurity contingency response
requirements (i.e., natura disasters, work stoppages), etc.].

3 Procedures. Adminigtrative, training, and other nonresponse-related
operationa requirements must be addressed in procedures.

Avalaility. Plans, POs, GOs, and procedures must be readily available to the PF for
reference and guidance purposes. Individua POs for designated fixed and mobile
(vehicle) posts must be located at these posts. GOs and administrative procedures
must be available in acentra location for easy reference, except in the case of posts
located in remote areas, which, a aminimum, must have GOs located at the post.
Response plans must be located at central darm gations (CASs), secondary alarm
gations (SASs), and other tactica command locations to alow for ready reference by
PF personnd tasked with coordinating response actions.

Review. Plans, POs, GOS, and procedures must be reviewed for currency any time
response requirements, duties, or administrative requirements are changed, but a
minimum of at least annualy. The annua or specid review for adequacy and currency
must be documented to show the name of the reviewer and the dete the review is
completed. Any revisions or changes made to plans, POs, GOs, or procedures as a
result of the review must be highlighted or marked in such a manner asto ensure PF
personne are aware of those revisions and changes.

Non-DOE Law Enforcement Agency Support. Plans requiring participation by locd,
State, and Federal law enforcement agencies (LEAS) in support of the Site must be
documented and coordinated by the loca cognizant DOE authority for S&S. Where a
Site Safeguards and Security Plan (SSSP) documents required LEA response support,
amemorandum of understanding/ agreement (MOU/MOA) documenting the
anticipated level and priority of support from each such agency must be completed,
reviewed, and updated on an annua basis.
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2. QUALIFICATION REQUIREMENTS.

a Access Authorization

@

@)
3

PF personnel must possess access authorizations for the highest level of
classified matter to which they have or potentialy have access. Access
authorizations must be accomplished in accordance with DOE O 472.1B,
PERSONNEL SECURITY ACTIVITIES, and DOE M 472.1-1,
PERSONNEL SECURITY PROGRAM MANUAL.

Security Police Officers (SPOs) must possess L or Q access authorizations.

Federd Officers (FOs), Specia Agents (SAs), and SPOs who have access to
nuclear weapons, nuclear test devices, or complete nuclear assemblies,
Category | SNM and/or Category |1 quantities of SNM that may be credibly
rolled up to a Category | quantity must possess Q access authorizations.

b. Medicd, Physca Fitness, Firearms, and Training Standards.

@

)

3

(4)

Security Officers (SOs). SOs must meset the training, qudification, and medicd
standards of 10 Code of Federal Regulations (CFR) 1046, Physicd Protection
of Security Interests.

SPOs. SPOs, as gpplicable, must meet the medica, physcd fitness, firearms,
and training and qudification sandardsin 10 CFR 1046. Prior to initid
assgnment to independent duties, SPO candidates must be formally eva uated
and certified in accordance with procedures based on Site-specific requirements
gopproved by the cognizant loca DOE (including the Nationa Nuclear Security
Adminigtration) authority for S& S, as gpplicable.

FOs/SAs. FOgSAs musgt complete aforma training and quaification program
prior to assgnment to duties. The training program must be based on assigned
functions. Firearms, physicd fitness, and medica qualifications must meet DOE
and/or Office of Personnel Management requirements for the pogition
assgnment.

Maintaining Physica Fitness Stlandards. PF personnd must maintain physical
fitness sandards. An FO/SA or SPO may be required to meet physica fithess
qudification standards during a Headquarters or Field Element survey, review,
audit, or other stuation directed by the head of the DOE Element. Failureto
meset the physicd fitness sandard will be treeted asif the individud failed the
firg attempt during routine annua qudification. The requirements outlined in 10
CFR 1046 must be followed in the event of afailure.
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Spedid Skills Qudifications. Site-gpecific conditions may judtify requirements for PF
personnd to possess qudification for specid skills [e.g., security helicopter operations,
ascending and descending techniques, mechanica and explosive tactica entry
techniques, CBW countermeasures, hostage negotiation, precision rifleman/forward
observer team (PRFOT), communications or darm station monitoring, etc.]
Responsible managers must ensure that personnel assigned to these duties are trained,
formally evaluated, and certified, if required, by an appropriate accrediting authority
before performing those duties. Certifications required by specific job functions[eg., a
Federd Aviation Adminidration (FAA) licensefor pilots] must be kept current. The
employing organization for each individua must maintain arecord of qudification and/or
certification.

Firearms.

@ No person will be authorized to carry afirearm as a PF officer until the head of
the DOE Element is assured that the individud is qudified in accordance with
the firearms qualification sandards established in DOE M 473.2-1,
FHREARMS QUALIFICATION COURSES. When DOE firearms
qudification courses do not exist or do not address site-specific deployment of
issued firearms, Ste-gpecific supplementa qudification courses must be
developed. These supplementa qualification courses must be approved by the
cognizant local DOE authority for S& S, as gpplicable, and submitted to the
Director, OSS, for review and approval.

2 Asaminimum, each FO/SA and SPO must meet the gpplicable firearms
qudification gandards every 6 months. Requdlification must occur in the Sixth
month from the previous qudification. The requdification may be accomplished
a any time during the requdification month. If an FO/SA or SPO does not
requdify prior to or during the requaification month, the individud’ s authority to
carry firearms and make arrests must be suspended until such time as
requdification is completed. If requdification occurs prior to the requaification
month, the next requdification must become due 6 months from the new month.

(3) PFpersonnd mugt maintain firearms proficiency on acontinuing bess. An
FOISA or SPO may be required to demonstrate the ability to meet qualification
standards during a Headquarters or Field Element survey, review, audit, or
other stuation directed by the head of a DOE Element. Failure to meet the
performance standard will be tregted as if theindividud falled the firgt attempt
during routine semiannua qualification. Proceduresin paragraph (4)(d) below
must be followed in the event of afalure.
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Each FO/SA and SPO must qualify with each firearm reasonably expected to
be usad in hisher duty assgnment on the qudification course indicated in DOE
M 473.2-1 and any applicable approved site-specific supplemental qudification
course.

@ Qudifications must be accomplished with the same type of fireearm
(modd and associated features|[i.e., caliber, sight system, stock/grip,
ding, barrd length, etc.]) and anmunition (i.e,, equivaent in trgectory
and recoil) as used while on duty.

(b) Prior to any range activity, each FO/SA and SPO must be given a
presentation on the basic principles of firearms safety. However, a
firearms safety presentation is not required for each qudification course
using the same firearm, after the initid safety presentation for that
firearm.

(© FOs/SAs and SPOs must be dlowed up to two initid attemptsto
quaify semiannudly. A Range Magter or other person in charge of the
range will declare to personnd on thefiring ling, “Thisis aqudifying
run.” Once this Satement is made, any firearms activity will congtitute a
qudification attempt. The FO/SA or SPO must qudify during one of
these attempts.

(d) Failure to qualify as set out in paragraph (4)(c) above will result in
suspension of authority to carry firearms and make arrests. An FO or
SPO then will enter a sandardized, remedid firearms training program
developed by the S& S Centra Training Academy and approved by the
Director, OSS. The SA then will enter a standardized, remedial
firearms training program developed by the Transportation Safeguards
Divison (TSD) Training Academy and approved by the Director, TSD.
The remedid firearms training program will include basic fireerm
manipulaion sKills, fireerms safety, and necessary individua training to
afford areasonable opportunity to meet the firearms qudification
standards.

1 Any FO/SA or SPO who, upon completion of the remedia
training, failsto qualify after the two subsequent, additiona
attempts, will lose FO/SA or SPO gtatus and the authority to
carry firearms and make arrests. Thetota of initia
requdification and remedia requdification attemptsis up to, but
not more than, four attempts.
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2 Any person who requires remedid training on three consecutive
semiannua qudification periods, with the same fireearm on the
same qudlification course, will lose FO/SA or SPO datus.
3 Loss of FO/SA or SPO datus for ether failure to meet

quadification standards or excessive remedid requirements will
result in the individua’ s remova from the FO/SA or SPO
position. Site-gpecific procedures must be devel oped and
approved by the cognizant loca DOE authority for S& S, as
applicable; or the Director, OSS, for Headquarters, to dlow a
single additiond quadlification attempt within 1 year of remova
from gatusif the former FO or SPO presents evidence of
outsde training that indicates enhanced sKkill level. Site-specific
procedures must be developed and approved by the Director,
TSD, to dlow asingle additiona qudlification attempt within 1
year of removd from gtatusif the former SA presents evidence
of outsde training that indicates enhanced kill level. Upon
qudification in thisfind attempt, reingtatement may be effected
where ste-gpecific employment conditions, podtion availahility,
and procedures permit. Any subsequent gpplication for rehire
will require training as provided to any other initid goplicant for
an FO/SA or SPO position.

(e The PF Range Magter will designate in writing the firearms ingtructor(s)
authorized to certify the vdidity of the scores achieved during
qudification atempts.

Responsible managers mugt require that PF organizations not firing individualy
issued firearms during qudification have written procedures authorizing the
gpecific modd and associated festures of dl firearms used during qualification.
These procedures must be approved by the cognizant loca DOE authority for
& S, as applicable.

Ammunition listed in the DOE Standardized Ammunition Contract Guide must
be used for training, duty, and qudification. Any ammunition not in the Guide
must be approved by OSS prior to use.

Authority to Carry Firearms.

@

The employing organization must maintain written documentation indicating
each individud who is authorized to carry firearms and make arrests without
warrant while engaged in the performance of officia duties. Managers must
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ensure armed individuals understand that deadly force means that force which a
reasonable person would consider likely to cause death or serious bodily harm
and that its use may be judtified only under conditions of extreme necessity,
when al lesser means have falled or cannot reasonably be employed.

Firearmsingtructors not currently assigned FO/SA or SPO duties may carry
firearms in the performance of their ingructiond duties, if authorized by the
cognizant local DOE authority for S& S, as gpplicable. These ingdtructors must
pass the firearms qudification courses for assgned firearms and the firearms
that are the subject of ingtruction.

3. CREDENTIALS AND SHIELDS. Credentids and shidds are issued to qudified DOE

employees, FOg/SAs, and contractor PF personnd to provide for officia identification and to
indicate that the bearer has the authority to perform assigned officid duties. Credentids and
shidds must be used only during the performance of officid duties. The design of dl S&S
credentials and shields must be approved by OSS and, where applicable, the cognizant local
DOE authority for S&S. DOE and contractor employees must provide support and assistance
to DOE-credentided personnd in the performance of their officia duties.

a Types of Credentids and Shidds.

@

@)

3

Basic Security Credentid. This credentid isissued to those DOE and
contractor employees whaose officid duties include conducting security
interviews, investigations, inquiries, ingpections, and/or surveys and is used as
an officid form of identification.

FO Credentid with Shield. This credentid isissued to DOE employees who
require firearmg/arrest authority (i.e., pursuant to section 161k of the Atomic
Energy Act or section 661 of the DOE Organization Act) as an officid function
or duty. The shieddisameta, police-type badge that isissued for ready
identification when conducting a Federd |law enforcement function (e.g., making
an arrest or conducting an investigation). Each shidd must bear a serid number
imprinted on itsface. The credentia must bear the shield number.

TSD Credentid with Shield. This credentid isissued to Albuquerque
Operations Office, TSD nuclear materids courier specid agents (SAs) who
require firearmg/arrest authority (i.e., pursuant to section 161k of the Atomic
Energy Act) as an officid function or duty. The shidd isametd, police-type
badge that isissued for ready identification when operating in an officid
capecity (i.e, TSD SA function). Each shidd must bear a serid number
imprinted on itsface. The credential must bear the shield number.
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Strategic Petroleum Reserve (SPR) SPO Credential with Shield. This
credentid isissued to SPOswho require Federal firearmg/arrest authority (i.e.,
pursuant to section 661 of the DOE Organization Act for protection of the
SPR) as aprimary function or duty. Where metd shidds are issued by the
employing organization, the shields must be numbered. Organizations with PFs
wearing fied-type uniforms my utilize cloth/embroidered-type shields on these
uniforms. Shield design must be approved by the project manager, SPR
Project Office, and the Director, OSS.

SPO Credentia with Shield. This credentid isissued to DOE contractor SPOs
who require Federd firearms/arrest authority, pursuant to section 161k of the
Atomic Energy Act, asaprimary function or duty. Where meta shidds are
issued by the employing organization, the shields must be numbered.
Organizations with PFs wearing fidd-type uniforms my utilize
cloth/embroidered-type shields on these uniforms. Shield design must be
gpproved by the cognizant local DOE authority for S& S, and the Director,
OSss.

Technical Security Countermeasures (TSCM) Specidist Credential. This
credentid isissued to DOE contractor TSCM specidists who are certified by
the Director, OSS, as qudified TSCM specidists and is used as a officid form
of identification when performing TSCM sarvices. Each credentid must bear a
serid number, photo of the credentided individua, and an expiration date.

Issuance of Credentials and Shields. Prior to issuing a credentia or credentid with

shid to an individud, the individud’ s fulfillment of any training and qudification
requirements for the position or duties must be verified. Credentias and shields for
individuals who fall to maintain rdevant training and qudification requirements must be
revoked and retrieved.

Credential and Shield Issuance Authority.

@

)
3

The issuing authorities for the Basic Security Credentia, the FO Credentid with
Shield, and the SPO Credentia with Shield, are the Director, OSS; the
Director, Headquarters Operations Division; and the S& S Directors of DOE
Feld Elements, for their repective organizations.

The issuing authority for the TSD Credentid with Shield is the Director, TSD.

The issuing authority for the SPR SPO Credentia with Shield isthe local DOE
Director of S&S.
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4 The issuing authority for the TSCM Credentid with Shield isthe Director,
OSS.

d. Reissuing Credentids. If an employee experiences asgnificant change in facid
gppearance that could hinder positive identification or a name change, a credentid with
anew photograph must be requested by the individual, supervisor, security officid, or
PF personnd. Supervisors must report any employee exhibiting a sgnificant changein
facid appearance to the regponsible security organization for a determination of the
need for anew credentia.

e Blank Credentia Stocks and Unissued Shields.

@ OSS must procure and maintain blank Basic Security, SPO Security, and
TSCM Credentids and unissued FO shidlds. Requests for these blank
credentia stocks and unissued FO shields must be made in writing to OSS.

2 The Director, TSD, must procure and maintain an inventory of TSD blank
credentias and unissued SA shields.

3 SPR project office authorities must maintain an inventory of SPR blank
credentids.

4 PF contractors must be required to procure and maintain a sufficient supply of
unissued SPO shidlds.

f. Termination of Use. DOE credentids and shields are the property of the Government
and must be returned to the issuing office when an employee transfers, terminates, or
otherwise no longer requires the credentia or shied.

o} Recovery of Security Credentials and Shields. DOE credentidls and shields issued to
DOE and contractor employees must be recovered at the fina security checkpoint or
earlier, and theindividuas must be escorted from the Site, if circumstances or conditions
indicate such action is needed. Recovered credentials must be destroyed, unless being
held as evidence in an ongoing security investigation. Recovered shieds may be
retained and reissued.

h. Accountability of Credentids and Shidlds.

@ Records. Issuing offices must maintain records showing the disposition of
credentials and shields. Such records must include, as a minimum, description
and serid number of item issued, date of issuance, name, organization, and date
of destruction. Recordswill be maintained in accordance with the requirements
of Schedule 18 of the Generdl Records Schedule.



[-10

DOEM 473.2-2
6-30-00

2 Lost Credentias and Shields. A record of missing credentids and shields must
be maintained. Personnel and/or systems controlling access to security areas
must be provided current information regarding missing credentias or shiddsin
order to prevent their misuse. Theloss or recovery of credentids or shields
must be reported immediately to the issuing office.

Storage of Blank Security Credentials and Unissued Shields. Blank credentids and
unissued shields must be stored in a manner assuring their protection against 1oss, theft,
or unauthorized use.

4. ALLOCATION OF PERSONNEL RESOURCES.

a

L ocation, Manning, and Scheduling. The location and manning of fixed and mobile
posts must be determined using the DBT; local threat statements and vulnerability
analyses, SSSPs, and appropriate DOE directives. PF personne must be available and
positioned to respond to a verified threat occurrence to deny, contain, interdict,
interrupt, and/or neutralize threats within the required response times. When planning
for response times, the delay provided by physicd barriers after the initid detection of
the intruson must be considered. Work schedules for PF personnd must be developed
and monitored on a Site-gpecific basis to provide adequate relief, training time, balanced
overtime, and sufficient time off to ensure on-duty personnel work at peak physica and
mental effectiveness. PF work schedules must be based upon the following guiddines,
where gppropriate and congistent with existing collective bargaining agreements and
contracts:

Q) No more than 12 tota hours per work day, excluding shift change and
equipment issues activities, should be scheduled.

2 No more than 60 total hours per workweek should be scheduled.

Supervison Supervison of PF personnel must be provided to the extent required to
ensure proper and adequate performance of duties.

(N} Supervisory/Personneg Ratio. At sites where more than six PF personnd are
assigned per shift, there must be full-time supervision.

2 Other Supervison Means. Various means and devices, such as telephonic or
radio contact or contact by another supervisor who is physicaly closer to the
post, may be used as supplements to supervision or, in the case of small
facilities or remote areas, to supplant supervision as ameans of assuring that the
necessary areas are patrolled and other functions are performed.




DOEM 473.2-2 [-11 (and I-12)

6-30-00

3 Post Inspections. Supervisors must physically ingpect or contact by telephone
or radio PF posts a minimum of once per shift to ensure post operations are
being conducted per DOE and site requirements and procedures.

5. DOE AND CONTRACTOR PERSONNEL MANAGEMENT.

a

Pre-Employment Screening. Screening must be conducted to select individuals with
potentia to meet qudifications for PF positions.

Job Analyses. Job anayses, listing the common tasks required for PF assgnments,
must be prepared and reviewed annudly for positions directly relating to protective
operations. Job analyses must be used to prepare job descriptions and as basic input
documentsto locd training requirements. Job anayses for those activities that have not
been standardized and issued by the S& S CTA must be prepared to address Site-
specific requirements.

Personnel Security Assurance Program. Managers of DOE Elements must identify
positions that meet requirements of the Personnel Security Assurance Program in
accordance with 10 CFR 710, Subpart B, Criteria and Procedures for Establishment of
the Personnel Security Assurance Program and Determinations of an Individud’s
Eligibility for Access to a Personnd Security Assurance Program Position.

Traning. See 10 CFR 1046; DOE O 360.1, TRAINING; DOE O 470.1,
SAFEGUARDS AND SECURITY PROGRAM; and Chapter IV of this Manud for
requirements.

Records. See 10 CFR 1046, the General Records Schedules (GRS), or the DOE
Records Schedules (DOERS).

Reporting Requirement. Supervisorsin the PF command structure and the supervisor
in charge of on-site PF operations must ensure that any suspected crimind violations
are reported in accordance with DOE O 470.1; DOE M 471.2-1B, MANUAL FOR
CLASSIFIED MATTER PROTECTION AND CONTROL; and, where
appropriate, DOE O 232.1A, OCCURRENCE REPORTING AND PROCESSING
OF OPERATIONS INFORMATION.

Implementation  Contractors must be required to devel op procedures, approved by
the cognizant loca DOE authority for S& S, as gpplicable; to implement paragraphs a
and b above, based on internal organization (e.g., personnel, human resources, training,
labor relations) and collective bargaining agreements in effect.
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1 SOs
a
b.

CHAPTER 11

PROTECTIVE FORCE DUTIES

Assgnments. SOs may be used to augment SPOs and/or to perform duties (e.g.,
adminigtrative, access control, facility patrol, escort, assessment and reporting of
aams, etc.) where an armed PF presence is not required.

Knowledge, Skills, and Abilities. Job analyses (JAs) for SO duty assgnments must be
completed and must be approved by the cognizant locd DOE authority for S& S, as
gpplicable; to determine the specific knowledge, skills, and abilities required to perform
the duties of each SO job assgnment. SO JA must be reviewed annudly to ensure dl
knowledge, skills, and abilities are current and applicable for each specific SO job
assgnment. SOs must demondrate familiarity with and knowledge of the
respongbilitiesidentified in job anayses and proficiency in the skills and abilities
necessary to perform required job tasks, including but not limited to the following:

Q) Knowledge of the assgned site and routine patrol duty requirements, and ability
to perform assigned duties (e.g., conducting physical checks of repositories
containing classfied matter; checking buildings and rooms to ensure that dl
classfied matter is secure; and detecting and reporting indications of suspicious
activity).

2 Operation of assgned individua and post equipment and vehicles, asrequired
by duty assignment.

3 Operation of communication equipment reasonably expected to be employed
within the duty assgnment, including proficiency in the use of accepted
communication terminology, acronyms, and phonetics, and the methods for
verifying operator identity of incoming sgnals and sgnaing duress.

4 Knowledge of and ability to apply DOE directives and Site policies, plans,
POS/GOs, and procedures governing the SO’ srolein Ste protection.

) Knowledge of any Federa and State granted authority applicable to assgned
activities and relative responsibilities between the PF and outside law
enforcement agencies.

(6) Knowledge of post or patrol operations, including, as appropriate:
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access control systems, procedures, and operation including visitor and
employee identification, badging, and passes, vistor logging
procedures, and property identification;

prohibited article detection and handling requirements, including the
operation of personnel-, vehicle-, and package-screening devices
employed at duty posts;

ingpection techniques for persons, packages, and vehicles,
implementation of procedures for personne and vehicle escorts;

ability to implement plans, Orders, and procedures to protect the Site
during disruptive events (e.g., fire, industrid disorders, and civil
disturbances);

knowledge and recognition of various types of S& S interests being
protected, including the norma locations, routine uses, and movements
of the interests through and/or at the duty post;

response to darm annunciations and reporting of observations and
asesIments,

incident reporting;

methods of wegponless saf-defense, as gpplicable to the assigned
position;

awareness of the parameters of Wegpons of Mass Destruction
(WMD); and

use of assigned persond protective equipment (PPE).

SPOs. 10 CFR 1047, Limited Arrest Authority and Use of Force by Protective Force
Officers, ddlineates SPO responsihility at DOE facilities other than the SPR to enforce specified
laws regarding Government property and crimina provisons of the Atomic Energy Act. Such
SPOs may, in accordance with 10 CFR 1047, be given additiona local law enforcement
respongbility on asite-gpecific basis. 10 CFR 1049, Limited Arrest Authority and Use of
Force by Protective Force Officers of the SPR, delineates SPO responsbility at the SPR to
enforce Federad crimind law to protect SPR Government property and personnd. SPOs must
be required to possess the individual and team skills necessary to protect S& Sinterests from
theft, sabotage, and other hodtile acts that may cause adverse impacts on nationd security, the
hedlth and safety of employees, the public, or the environment.
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SPO Levels. SPOs are categorized according to athree-level system (SPO-I, -I1, and
-111) for tailoring training requirements to assigned duties. JAs for duty assgnments
must be completed and must be gpproved by the cognizant local DOE authority for
& S, as gpplicable; to determine the specific knowledge, skills, and abilities required to
perform the duties of each SPO job assgnment. SPO JAs must be reviewed annually
to ensure dl knowledge, skills, and &bilities are current and applicable for each specific
SPO job assgnment. Thefollowing is a generd description of the division of duties
among the SPO levdls.

@

@)

SPO-I.

@

(b)

Assgnments Fixed, armed posts with no externa response
requirement (e.g., access control points; CAS/SAS operation, towers,
etc.).

Qudifications: DOE standardized SPO-I training and Ste-specific
training as identified by the ste-specific JA. Physicd fithess sandard of
aone-hdf mile run in four minutes and 40 seconds and a 40 yard
prone-to-running dash in 8.5 seconds. Firearms qualification
standards, as gpplicable, in Chapter 11, 2.d., of thisManud; and in
DOE M 473.2-1.

Assgnments. Armed posts that require response and assessment in
support facility protection Strategies.

Qudifications: DOE standardized SPO-I and -1l training and
ste-gpecific training as identified by the Ste-gpecific JA. Physicd
fitness sandard of a one mile run in eéght minutes and 30 seconds and a
40 yard prone-to-running dash in eight seconds. Firearms qudification
standards, as gpplicable, in Chapter 11, 2.d., of thisManud; and in
DOE M 473.2-1.

NOTE: Six months after the publication of this Manud, al SPO-II new hire
personnel will be required to meet the SPO-11 physicd fitness standard in
paragraph 2.a.(2)(b). Incumbent SPO-11 personnel will be grand fathered
regarding this requirement and will continue to maintain the physicd fitness
standard in paragraph 2.a.(1)(b). After the above six month time period, those
SPO-1 personnel that voluntarily change status to SPO-I1 status must meet the
physical fitness standard in paragraph 2.a.(2)(b).
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SPO-I11.

@ Assgnments Specia Response Team (SRT) activities that include
criss entry; hostage rescue; recapture, recovery, and pursuit
operations, force options; and other team tactical solutionsto adversary
activities.

(b) Qudifications: DOE standardized SPO-1, applicable portions of
standardized SPO-11, SPO-II1 training, and Site-gpecific training as
identified by the Ste-specific JA. Physicd fitness sandard of aone mile
run in eight minutes and 30 seconds and a 40 yard prone-to-running
dash in eight seconds. Firearms quaification standards, as applicable,
in Chapter 11, 2.d., of thisManua; and in DOE M 473.2-1.

NOTE: Asof the date of publication of this Manua, incumbent SPO-111
personnel reassigned to SPO-11 duties will be required to maintain the physica
fitness standards in paragraph 2.a.(1)(b).

SPO | and Il Knowledge, Skills, and Abilities. The requirements for each SPO to

demondrate familiarity and knowledge of the responghilities identified in the gpplicable
job andysis and proficiency in the individud and team knowledge, skills, and abilities
necessary to perform the job tasks include, but are not limited to, those identified for
SOsin paragraph 1 and the following:

@

)

3

(4)

Knowledge and proficiency in the use and care of al wegpons as required by
duty assgnmen.

Knowledge of and the ability to gpply DOE and dte requirements, plans,
Orders, and procedures governing the SPOs srole in Site protection.

Knowledge of and the ahility to apply DOE requirements on the use of deadly
force and limited arrest authority in 10 CFR 1047 or 1049, as appropriate, and
the fresh pursuit guidelinesin Attachment 2.

Knowledge of and proficiency in post and patrol operationsincluding, as
goplicable:

@ Requirements for, and ability to perform as escorts for, senstive
materias such as weapons, classified matter, and SNM.

(b) Response, utilizing individud and smd| unit/team techniques, to
asesament and resolution of darm annunciations and other indications



DOEM 473.2-2
6-30-00

(©
(d)

(€
()

@

)

-5

of intruson and implementation of containment, denid, recapture,
recovery, and pursuit strategies, where applicable.

Methods of salf-defense, arrest, and detention.

Procedures and requirements for investigations, search of persons and
property for evidence and recognition, seizure, and preservation of
evidence.

Response to civil disturbances (e.g., work stoppages, demonstrations).

Tactics necessary to engage and neutralize armed adversaries and
familiarity with the probable nature of expected adversaries, the arms
and equipment the adversaries are likely to possess, and other likely
characterigtics of importance to the engagement as defined in the DBT
and any locdly originated threat guidance.

Familiarity and recognition of various forms and configurations of
nuclear weapons, nuclear wegpons components, and SNM being
protected, including the normd location and movements of these S& S
interests at and/or through the duty post.

Actions required of first responders to WMD incidents.

C. SPO-1I Knowledge, Skills, and Abilities. The requirements for each SPO-I11 to

demondrate familiarity with and knowledge of the responghilitiesidentified in the
gpplicable job andlysis and proficiency in the skills and abilities necessary to perform
the job tasks include, but are not limited to, those identified for SPOsin paragraph 2b
and thefallowing:

@ ability to act successfully as amember of an aggressive and ready mobile
response team as dictated by Ste-specific vulnerability assessments, using force
options and team techniques necessary for interdiction, interruption,
neutralization operations, and containment, denid, recapture, recovery, and
pursuit strategies directed againgt an adversary;

2 ability to quaify with ste-approved wegpons, techniques, and equipment,
which may be necessary elther to protect the Site or to effectively engage,
neutraize, and/or pursue an adversary; and

3 ability to operate from specid tactica vehicles which may be necessary for the
protection of a particular facility and/or Ste.



11-6

DOEM 473.2-2
6-30-00

SPECIAL SKILLS.

a General. PF operations may require individuas with additiond specid skills, such as
pilots, communications and dlarm station operators, canine handlers, crisis
negotiators, ingructors, tactical entry (TE) specidists, and PRFOT personnel. The
scope of such duties will be locally determined based on site-specific needs. Personnel
assigned to such duties must be proficient in their performance.

b. Criss Negotiation Team (CNT). Each criss negotiator must have successfully
completed an S& S CTA or other DOE-agpproved criss negotiation training. CNTs
should be integrated into SRT exercises semiannudly. Members of CNTs must be
familiar with PF operations, including SRT tactics and operations, but do not need to be
SPO-trained and certified.

SUPERVISORS. Each PF supervisor must possess the skills necessary to effectively direct
the actions of assgned personnd to protect DOE S& Sinterests. Line supervisors of SPOs
must be trained and qudified as SPOs. Line supervisors must meet gpplicable physicd fitness
qudification standards and certification standards for assigned response duties. Each
supervisor must demondrate familiarity with and knowledge of the respongbilities identified in
the gpplicable JA and proficiency in the skills and abilities necessary to perform those jobs.
These include, but are not limited to, the following:

a knowledge of the duties and qualifications of supervised personnd;

b. familiarity with the basic operating functions of the facilities and the nature and location
of S& Sinterests for which the supervisor has protection responsihilities;

C. ability to ensure that subordinates and their equipment are physicaly capable and ready
for duty and to conduct post ingpections to ensure post operations are being conducted
in accordance with DOE directives and Site requirements and procedures; and

d. knowledge of the duty logs and reports that must be completed, distributed, and acted
upon.

INSTRUCTORS. Each ingructor must possess the skills necessary to effectively instruct PF
personne in the requirements for protecting DOE S& Sinterests. Ingtructors must demonstrate
knowledge of the responghilities identified in the gpplicable job andysis, and proficiency in the
skills and abilities necessary to perform those jobs. As applicable, these include, but are not
limited to the following:

a knowledge of teaching methods and ingtructiond techniques;
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b. knowledge of gpplicable assigned subject/topicd areas for the level of ingruction
delivered;

C. ability to develop course objectives, lesson plans, training aids, and sudent evauations,
ad

d. skill in presenting a complete ingtructiona lesson plan/course.
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CHAPTER 111

SPECIAL RESPONSE TEAM

1. PROGRAM REQUIREMENTS. The mission of a SRT isto resolve incidents that require
force options that exceed the capability of SPO-I and -1 personnd and/or existing physical
security systems. SRTs must be capable of effective and ready response as dictated by site- or
activity-specific vulnerability assessments. SRTs must be trained and equipped to conduct
interdiction, interruption, neutralization operations, and containment, denid, recapture,
recovery, and pursuit strategies directed against an adversary.

a SRTsare required at facilities or Stes that receive, use, trangport, or process Category
| quantities of SNM.

b. Authorization for an SRT capability at Departmental Sites or facilities not meeting
requirements in paragraph 1a, above, must be gpproved by the DOE site manager, with
notification of such gpprova sent to the cognizant LPSO/Administrators, NNSA and
for DOE HQ), the Director, OSA. Such requests must be based on a site vulnerability
assessment demongtrating the need [e.g., aradiological/toxicologica sabotage
(RAD/TOX/SAB) target that could have adverse impact on national security, the hedlth
and safety of employees, the public, or the environment].

C. A DOE SRT must be staffed with currently DOE-certified SPO-I11 personnd.

2. CONCEPT OF OPERATIONS. An SRT must be cgpable of effective, aggressve, and timely
resolution of adversary actions as established in the DBT using force options (including, but not
limited to, open air, mobile, stronghold, and emergency assault using dynamic and covert
techniques) and team techniques for interdiction, interruption, neutraization, containment,
denial, recapture, recovery, and pursuit operations.

a Team Avalability. An SRT capability must be available on a continuous basis. The
SRT may ether be afull-time PF assgned unit, a PF unit condtituted during an S&S
incident, or be provided by alocd, State, and/or Federd law enforcement agency.

b. Hans. SRT operations and tactical response must be integrated into the SSSP.

C. Team Compodtion Sites or activities requiring an SRT must consder the functiona
capatiilities listed below when developing and deploying an SRT. The specific SRT
composition, pogitions, saffing levels, and functiona capabilities must be dependent on
the SSSP, dite or facility misson, vulnerability anadyses, protection strategies, and
performance testing results.




11-2

DOEM 473.2-2
6-30-00

@ assaullter,

2 precison rifle/forward observer team member,
(3) TE specidig,

4 assault leader, and

) team commander.

SPO-111 SELECTION CRITERIA. SPO-Isand -1ls may volunteer and/or be selected for
SRT duties, however, each individua must also meet sdlection criteriain order to be assgned
asan SRT member. SRT members may be required to meet more or higher qudification
standards than those required of SPO-Isand -11s. Such standards must be in writing and
approved by the cognizant loca DOE authority for S& S, as applicable. Before being assigned
to an SRT, SPO-I11 candidates must meet the following minimum standards:

a be trained and qualified in those SPO-I and -11 job tasks identified in the Site-approved
training program;

b. be formaly evaduated by site PF management as having the potentia to successfully
accomplish SPO-I11 duties and SRT missions,

C. be capable of performing the duties and completing the training requirements as
specified in Chapter 11, paragraph 2c and Chapter |V, paragraph 5;

d. be capable of maintaining the offensve combative standard in 10 CFR 1046;

e successfully complete the DOE SPO-111 Basic Qudlification Course (BQC), as
approved by the OSS; and

f. successfully complete any additiond Ste-specific training and qudification that may be
required for job performance at a specific site or facility, which is beyond the scope of
initid SPO-11I training.

TRAINING. Theformd training program for SPO-111s must be in compliance with Chapter
V.

EQUIPMENT. SRT equipment requirements are delineated in Chapter V1.

PROGRAM CERTIFICATION/RECERTIFICATION. SRT programs must be
certified/recertified annudly by the cognizant local DOE authority for S& S, as gpplicable. An
SRT program is consdered certified/recertified when the Ste has completed validation of the
following:
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a al assgned SRT members have met the requirements of Chapter IV, paragraphs 4
through 6;

b. the cognizant locd DOE authority for S& S, as gpplicable, has determined that the Site
SRT program isin compliance with this Manud; and forwarded documentation of the
satisfactory completion of Ste certification/recertification to the cognizant
LPSO/Adminigtrators, NNSA, or for DOE HQ, the Director, OSS.

7. USE OF LAW ENFORCEMENT AGENCIES. A loca, State, and/or Federd law
enforcement agency may be used to meet the intent of this chapter when that agency
successfully meets both site-specific and DOE training and certification requirements contained
herein (or equivaent law enforcement training and certification); the agency has been integrated
into the SSSP; the agency’ s capabiilities have been validated through performance testing; and
the cognizant local DOE authority for S& S, as gpplicable; or for DOE HQ, the Director, OSS,
has determined that these requirements have been met. Theloca DOE authority for S& S, as
goplicable, must ensure that a vulnerability analyss and an annud integrated PH/law
enforcement agency force-on-force exercise are conducted to determine the augmenting law
enforcement agency’ s response requirements and its continued ability and capability to respond
to threats.
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CHAPTER IV

TRAINING AND QUALIFICATION

1. PURPOSE. The overdl objective of the forma PF training and qudification program isto
develop and maintain, in an effective and efficient manner, the competencies needed by PF
personnd to perform the tasks required to fulfill the PF misson. The formd training program,
as addressed in this chapter, includes dl organized, documented training activities that are the
respongibility of the designated training organization. Thisincludes training activities conducted
by supervisors, which are dso developed and managed through the training organization.

2. TRAINING AND QUALIFICATION.

a

FOSSAs. The cognizant locd DOE authority for S& S, as gpplicable; regponsible for
Federd PF personnd must establish aforma training and qudification program to meet
FO/SA qudification requirements based on assgned functions, DOE and/or Office of
Personnel Management requirements for the position assgnment, and this Manud.
These requirements will ensure that FOS/SAs are competent to perform the tasks within
their assigned responsibilities. The qudification requirements will be supported by a
formd training program that develops and maintains the knowledge, kills, and abilities
required to perform assigned tasks. The qudification and training programs will be
based on criteria established by the S& S CTA as outlined in DOE O 470.1, Chapter
[11; DOE O 360.1A; and thisManual. Field Elements must establish additiond FO/SA
training criteria, as needed by site-specific requirements. DOE personnd responsible
for training FO/SA personnd must prepare and annudly review a JA detalling the
required actions or functions for each specific job assgnment. The JA must be used as
abasic input document for loca training requirements; gpproved by the cognizant loca
DOE authority for S& S, as applicable; and reviewed and updated as applicable, on an
annud basis.

Contractor PF Personnel. Contractors responsible for contractor PF personnel must
establish aformd qudification program to meet PF quaification requirements which
ensure that PF members are competent to perform the tasks within their assigned
respongbilities. The qudification requirements will be supported by aformd training
program that develops and maintains the knowledge, skills, and abilities required to
perform assigned tasks. The quadlification and training programs will be based on
criteria established by the S& S CTA asoutlined in DOE O 470.1, Chapter I11; this
Manud; and 10 CFR 1046. Fed Elements must establish additiona PF training
criteria as needed by site-gpecific requirements. Departmenta contractors responsible
for training PF personnel must prepare and annually review a JA detalling the required
actions or functions for each specific job assgnment. The JA must be used asabasic
input document for locdl training requirements; approved by the cognizant loca DOE
authority for S& S, as applicable; and reviewed, and updated as applicable, on an
annud bass.
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Program Reguirements. The formd training and qudification program must—

@

)

3

(4)

Q)

(6)

be based on avalid and complete set of job tasks, with identified levels of skills
and knowledge needed to perform the tasks;

be amed a achieving awell-defined, minimum level of competency required to
perform each task acceptably;

employ standardized lesson plans with clear performance objectives asabasis
for ingtruction;

include vaid performance-based testing to determine and certify job readiness
(i.e, qudification);

be documented so that individud and overdl training satusis easly accessble
[individud training records must be retained until 1 year after termination of the
employee as a PF member, unless alonger retention period is specified by
other requirements|; and

take into account the learning characteristics and entry-level competencies of
trainees.

Training Reguirements. Prior to initid assgnment to SO duty, each person must

successfully complete the DOE Basic SO training program, as gpproved by the OSS.
Additiona ste-specific training requirements may be included. Site-specific
requirements must be based on a site-specific JA and include SO task areasfound in
Chapter 11, paragraph 1, as appropriate. The site-gpecific JA and training requirements
must be approved by the cognizant locad DOE authority for S& S, as gpplicable. As
gpplicable, the SO training program must include, but not necessarily be limited to, the
following types of ingruction:

@
)

3
(4)

orientation and standards of conduct;

security education and operations, covering classfied and sendtive information
protection requirements, response to and reporting of incidents of security
concern, and the protection of Government property;

sy traning;

legd requirements and respongibilities;
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) weaponless salf-defense;

(6) intermediate force wegpons,

@) communications, including methods and procedures;

8 vehicle operations, including safety and routine and emergency operation;

9 post and patrol operations, including site-pecific plans, Orders, palicies, and
procedures,

(10)  nudear materid control and accountability;

(11) awareness of the parameters of WMD incidents; and

(12) donning and use of assgned PPE.

Refresher Training.

Q) Forma Program. Except as stated in paragraph (3), beow, each SO must
successfully complete forma annud refresher training to maintain the minimum
level of competency required for the successful performance of tasks
associated with SO job respongibilities. The type and intengity of training must
be based on a site-specific JA and approved by the cognizant locd DOE
authority for S& S, as gpplicable.

2 Remedid Training. Falureto achieve aminimum level of competency must
result in the SO’ s placement in aforma remedid training program. The
remedid training program must be tailored to provide the SO with the
necessary training to afford a reasonable opportunity to meet the leve of
competency as determined by the JA. Failure to demonstrate competency at
the completion of the remedia program must result in loss of SO gtatus.

3 Training Exemption Formal annud refresher training may be exempted when

an SO stisfactorily demondtrates a knowledge, skill, or ability. Such
exemption(s) must be documented.

Training Requirements. Prior to initial assgnment to duty, each SPO trainee must
successfully complete the DOE basic SPO training program, as approved by the OSS.
Additiona ste-specific training requirements must be included. Site-specific
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requirements must be based on a site-specific JAs and must include SPO task areas
found in Chapter 11, paragraph 2b, as gppropriate. The ste-specific JA and training
program must be approved by the cognizant loca DOE authority for S& S, as
goplicable. As applicable, the SPO training program must include, but not necessarily
be limited to, those types of ingruction identified for SOsin paragraph 3a of this
chapter and the following types of ingtruction:

@ fireerms training, including safety, marksmanship, and manipulation skillswith dl
weapons reasonably expected to be employed within SPO duty assgnments,

2 orientation and standards of conduct;

3 physcd fitnesstraining;

4 fadility operations familiarity;

) nuclear materia control and accountakility;

(6) sty traning;

@) legd requirements and responsibilities, including use of deadly force; limited
arrest authority (see 10 CFR 1047 and 1049); and fresh pursuit (see

Attachment 2);

8 tacticd training, including individua and appropriate team tactics and use of
assigned tacticd equipment;

9 wegponless salf-defense and intermediate force weapons,
(10)  communications, including methods and procedures;
(11) vehicle operations, including safety, routine, emergency, and pursuit operation;

(12) pogt, patrol, and response operations, including Ste-specific protection
srategies, plans, POs, GOs, policies, and procedures,

(13)  procedures and requirements for investigations, search of persons and property
for evidence and recognition, seizure, and preservation of evidence;

(14) theDBT and potential adversaries characteristics, tactics, and motives, and

(15 ectionsrequired of first respondersto WMD incidents.
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b. Refresher Training.

@

)

3

SPO-Ills.

Forma Program. Except as stated in paragraph (3), below, each SPO must

successfully complete forma annud refresher training to maintain the level of
competency required for the successful performance of tasks associated with
SPO job respongibilities. The type and intengity of training must be determined
by a ste-specific JA and approved by the cognizant loca DOE authority for
& S, as applicable.

Remedid Training. Failure to achieve aminimum level of competency will
result in the SPO’s placement in aremedid training program. The remedid
training program must be tailored to provide the SPO with the necessary
training to afford a reasonable opportunity to meet the level of competency
required by the JA. Failure to demonstrate competency at the completion of
the remedid program must result in loss of SPO datus.

Training Exemption Except for firearms and physica fitness requirements and
training in the areas of protection Strategies, use of force, pursuit driving,
individual and team tactics, and CBW; portions of forma annua refresher
training may be exempted when a SPO sdtisfactorily demongtrates a
knowledge, skill, or ability. Such exemption(s) must be documented.

a Prerequisites. Before attending the DOE SPO-I11 BQC, each SPO must—

@

)

3
(4)

Q)

be trained and qudified in those SPO-I and -1 job tasks identified in the Ste-
goproved training program;

successtully complete any and dl SPO-11 training and qualification that may be
required for site-specific SPO-111 job requirements;

successfully meet the offensive combative standard in 10 CFR 1046;

quaify with aminimum of 80 or 90 percent accuracy, as goplicable, with dl
weapons reasonably expected to be used by a SPO-I11 on duty on the
gpplicable DOE firearms qudification courses in DOE M 473.2-1, and where
applicable, approved ste-specific firearms qudification courses, and

successfully complete a sSite-specific tactica obstacle course.
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Training Reguirements. Prior to initid assgnment to duties as an SRT member, a SPO

must successfully complete the DOE SPO-111 BQC. Additiond Ste-specific training
requirements must be included and be based on a ste-specific job andlysis. The Ste-
gpecific JA and training program must be gpproved by the cognizant local DOE
authority for S& S, as applicable. As applicable, the SPO-III training program must
include, but not necessarily be limited to, those types of ingtruction identified for SPO-Is
and lIsin paragraph 4a of this chapter and the following types of ingtruction:

@

@)

3

(4)

Q)
(6)
()
(8)

firearmstraining in the following areas. live-fire shoating-on-the-move
techniques, one-hand handgun manipulation and mafunction clearing
techniques; semi- and full-autométic fire with gppropriate firearms (where
goplicable); individua and team tacticsin alive-fire shoot house (LFSH); and
qualification with assigned duty wegpons,

Close Quarters Battle (COB) training, including live-fire team operationsin
stronghold and emergency assaults under both day and night conditionsin an
LFSH;

smdl unit tactics, including team and individuad movement techniques under both
day and night conditions;

mobile and open-air assaults, including live-fire team operations under both day
and night conditions;

tactical obstacle course that tests physica fitness and marksmanship skills,
decisond shooting techniques, including shoot/no-shoot scenarios;

training in the use and deployment of diversonary devices, and

training and use of tactical equipment deployed in support of SRT operations

[eg., night vison devices (NVDs), range finders, globa postioning systems,
ladders, video systems, ascending/descending systems, etc.].

Spedidized Training. Team members may volunteer and/or be sdected for the

following specidized SPO-111 duties for which the following minimum requirements
must be met:

@

PRFOT Training. Prior to initid assgnment to duty as a PRFOT member, each

assigned SPO-111 must successfully complete the DOE PRFOT training course,
as gpproved by the OSS. Initidly, and thereafter on a quarterly basis, each
PRFOT member mugt participate in live- and dry-firetraining. Live- and dry-



DOE M 473.2-2
6-30-00
(2
d.

V-7

firetraining must be integrated into and conducted in conjunction with SRT
training via controlled use of force, tacticad movement training, and night
operations.

TE Spedidid Training. Prior to initid assgnment to TE Specidist duties, each
SPO-I11 assigned must successfully complete the DOE Basic TE course, as
gpproved by the OSS.  Initidly, and thereafter on a quarterly basis, each TE
pecidis mug paticipate in TE training. Thiswill indude, as a minimum,
mechanica entry techniques. When aste or facility vulnerability assessment,
performance test, and/or SSSP. dictate a recapture strategy and/or
interdiction/neutralization operations requirements for which mechanica entry
aone will not meet required response times, the Site or facility must develop an
explosve TE capability. Prior to conducting explosive TE operations, TE
pecidists must successfully complete an explosive TE course gpproved by the
OSss.

Maintenance Training. After assgnment to duties as a member of an SRT, an SPO-1I|

mugt, asaminimum, train semiannudly in al of the following: decisond shooting,
CQB, LFSH operations, tactical obstacle course, night operations, team tactical
movement, and force options (i.e., open air, mobile, emergency, and stronghold
assaults). Requirements for semiannua maintenance training may be satisfied through
combined training of two or more of these aress.

Refresher Training.

@

@)

Forma Program. Except as stated in paragraph (3), below, each SPO-II|
must successfully complete forma annud refresher training to maintain the
minimum level of competency required for the successful performance of tasks
associated with SPO-111 job responsbilities and assigned specid skills. The
type and intendity of training must be based on a site-specific JA and approved
by the cognizant local DOE authority for S& S, as applicable.

Remedid Training. Failure to achieve aminimum level of competency
mugt result in the SPO-111"s placement in aforma remedid training
program. Theremedid training program must be tailored to provide
the SPO-111 with the necessary training to afford areasonable
opportunity to meet the level of competency determined by the JA.
Failure to demonstrate competency at the completion of the remedia
program must result in loss of SPO-111 gatus.
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3 Training Exemption Except for firearms and physicd fitness
requirements, and training in the areas of protection strategies, force
options, pursuit driving, individua and team tactics, specid skills, COB,
and CBW, portions of forma annud refresher training may be
exempted when a SPO-111 satisfactorily demonstrates a knowledge,
kill, or ability. Such exemption(s) must be documented.

f. Ste SPO-III Training Certification In order for asite to be authorized to conduct the
DOE SPO-I11 BQC on-gite, the CTA must determine and certify the site' s capability to
conduct the course while meeting applicable SPO-I11 training requirements. Such
determination will be accomplished through the use of a sandard evauation
sysem/format developed by the CTA. Such certification will be valid for aperiod of
three years. Determination through various means (e.g., results of annua ste SRT
program certification/recertification reviews, annua and/or specid S& S surveys/sdf-
assessments activities, Office of Security Evauations ingpections) that the on-site SPO-
111 BQC does not meet requisite training requirements, must result in the cancellation of
the authority to conduct the course until the site is found to be in compliance with the
requirements.

WEAPONS QUALIFICATIONS. SPOs mug qudify semiannudly with al assgned wegpons
and specid skills wegpons (as designated by job assgnment or SRT position) using the DOE
daylight and reduced lighting qudification and other gpplicable (e.g., Shooting-on-the Move,
LFSH, etc.) coursesin DOE M 473.2-1. Where DOE firearms qudification courses do not
exist or do not cover Site-gpecific deployment of aweapons system (e.g., belt-fed machine gun,
grenade launcher, aerid firing platform, etc.) Ste-specific supplementa quaification courses
must be developed by the cognizant locd DOE authority for S& S, as applicable; and
submitted to the Director, OSS, for review and approval.

SPECIAL SKILLS. Personnd assigned specidized responsibilities outside the scope of
normal SO, SPO, and SRT duties must successfully complete the gppropriate basic, refresher,
and periodic training. Thistraining must be designed to enable the individua to achieve and
maintain the minimum levd of skill and knowledge needed to competently perform the tasks
associated with the specidized job respongbilities, aswell as maintain mandated certification, if
gpplicable. Such personnd include, but are not limited to, flight crews, indtructors, armorers,
CAS operators, crigs negotiators, investigators, canine handlers, and law enforcement
specidigts. The scope of such duties and the type and intensity of such specidized training must
be based on ste-specific JA and needs and approved by the cognizant loca DOE authority for
8 S, as gpplicable. Where certification requirements for specid skills positions have not been
established by the S& S CTA, site-specific certification procedures must be approved by the
cognizant loca DOE authority for S& S, as gpplicable.
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8.

SUPERVISORS. PF personnel who are assigned supervisory responsibilities must

successfully complete the appropriate basic and annual training necessary to achieve and
maintain the minimum level of skill and knowledge to competently perform their supervisory
responsibilities. The required tasks and minimum levels of competency must be based on a
site-specific JA and the specialized task areas listed in Chapter II, paragraph 4.

INSTRUCTORS. All PF personnel assigned instructor duties must be currently certified

to the level of training delivered.

a.  Certification Requirements. At a minimum, the following PF instructor certification

requirements must be met:

(1)

2)

€)

(4)

Each instructor assigned to deliver PF training must successfully complete the
DOE Basic Instructor Training Course, as approved by the OSS, or an
equivalent OSS-recognized basic instructor course.

Each instructor assigned to deliver PF firearms training must successfully
complete the DOE Firearms Instructor Certification (FIC) Course, as approved
by the OSS, for the level of firearms training delivered.

Each instructor assigned to deliver the SPO-III BQC must successfully
complete the DOE SPO-III Instructor Certification Course, as approved by the
OSS, and any other OSS-approved courses for the level of instruction
delivered (e.g., PRFOT Instructor and LFSH Instructor Certification Courses).

To maintain certification, instructors must instruct in at least two classes or
two course iterations, or a combination of both, per calendar year.
Documentation of these yearly instructional activities must be maintained.

b.  Recertification. The following minimum PF instructor recertification requirements
must be met:

(1)

)

PF contractor management or their designee must evaluate each PF instructor
for competency at least once every 3 years.

The instructor evaluation must consist of verification of:
(a) Instructor knowledge of:

1 OSS-approved teaching methods and instructional techniques;

Vertical line denotes change.
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2 Applicable assigned subject/topical areas for the level of
indruction ddlivered; and
3. Requirements for devel oping course objectives, lesson plans,

training aids, and student evauations.
(b) SKill in presenting a complete ingructiona lesson plan/course.

Note: Verificaion of compliance with the requirementsin paragraphs (a) and
(b) above must consist of observation of instructor performance during
actud curriculum delivery or by performance testing activities.

(© Verification of ingtructor attendancein at least one professiond
development course, gpproved by the cognizant loca DOE authority
for S& S, as gpplicable;, in the ingtructor’ s respective subject matter
area (eq., factory firearms ingructor, diversonary devices ingructor,
CBW indructor, etc.) during the 3-year period.

10. FIREARMS INSTRUCTORS. Prior to initid assgnment to duty as afirearms ingructor, all
PF personnd must successfully complete the DOE basic FIC Course.

(N} Prerequidte Training. Prior to attending the FIC Course, PF personnel must do
the fallowing:

@ Successfully quaify with a 90 percent score on the DOE Daylight Handgun and
Semi-Automatic Rifle Qualification Courses and provide documentation of
successful quaification to the DOE S& S CTA;

(b) Successfully complete dl handgun and rifle Limited Scope Performance Tests
(LSPTs) inthe DOE FIREARMS QUALIFICATION COURSES
SUPPLEMENT with 100 percent accuracy; and

(© Successfully complete the DOE Basic Ingructor Training Course.

()] Refresher Training. Each firearmsingtructor must successfully complete forma annua
refresher training to maintain the minimum level of competency required for the
successful performance of tasks associated with firearms ingtructor respongbilities. The
type and intengity of training must be based on a Site-gpecific JA and gpproved by the
cognizant loca DOE authority for S& S, as applicable.

3 Recetification The following minimum DOE Frearms Ingtructor recertification
requirements must be met:
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(a)

(b)

(c)
(d)

(e)

Pass a comprehensive, knowledge-based, site-specific evaluation on live-fire
range operations annually.

Complete limited scope performance tests (LSPTs) with a minimum score of
100% for each firearm system they instruct annually.

Conduct at least one site specific safety briefing every 12 months.

Qualify with a minimum score of 80% for each firearms system they instruct
annually.

Be assigned and conduct duties of either a lead instructor, line instructor, or
range safety officer twice annually.

11. ARMORERS. All DOE sites with armed PF personnel, including the CTA, shall have (on-
site, under contract off-site, or in association with another DOE site) an armorer with the
knowledge, capability, and responsibility for inspecting, maintaining, and repairing all
firearms available for use on the site.

a.  Certification. Prior to initial assignment to duty as a DOE Armorer:

(1)

2)

)

The DOE Armorer must successfully complete the DOE Basic Armorer
Certification Course, as approved by the OSS.

The DOE Armorer must successfully complete the DOE Advanced Armorer
Certification Course, as approved by the OSS, for those advanced firearms
available for use on the site.

The DOE Armorer should successfully complete a factory armorer course for
the specific weapons systems employed for site use, where available.

b.  Recertification. The following minimum DOE Armorer recertification requirements
must be met:

(1

2)

The CTA must evaluate each armorer for competency and recertification at
least once every 2 years.

The evaluation must consist of verification of:

(a) Armorer knowledge of all firearms in inventory and available for use on
the site, in the following areas:

Vertical line denotes change.
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1 Conducting firearms inspections;
2 Performing required firearms repairs;
3 Use of written procedures and technical specifications;
4 Updating of firearms maintenance records;
5 Maintaining firearms in a serviceably clean and good condition,
free from unapproved modifications;
6 Use of proper tools necessary to perform required maintenance,
repairs, and inspection duties;
7 Use of a proper tag-out system for firearms in need of repair, and
proper segregation of tagged-out firearms; and
8 Adherence to separate storage requirements for live-firearms and
ESS firearms.
Note: Verification of compliance with the requirements in paragraph (a) above

must consist of observation of armorer performance during actual duties
and/or by performance testing activities, and inspection of required
armory firearms records and other applicable documentation.

(b)  Armorer currency in factory requirements for the specific weapons
systems available for use on site.

c.  Refresher Training. Each armorer must successfully complete formal
refresher training, where applicable, to maintain the minimum level of
competency required for the successful performance of tasks associated with
site-specific armorer responsibilities. The type and intensity of training must
be based on emerging and changing maintenance and repair technologies
associated with site-specific employed firearms and developed, when
applicable, by the CTA in conjunction with firearms factory guidelines.
Refresher training may be conducted during the CTA armorer recertification
and/or factory armorer recertification process.

12.  FOs AND SAs. Federal personnel must be trained as FOs/SAs in accordance with the
requirements established by DOE and/or the Office of Personnel Management. FO
training must be consistent with standards established for SPOs.

Vertical line denotes change.
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13.

TRAINING EXERCISES. Exercises of various types must be included in the training process

for the purposes of achieving and maintaining skills and assessing individud and team
competency levels. The types and frequency of training exercises must be approved by the
cognizant local DOE authority for S& S, as gpplicable, and must be determined by the training
needs andyss conducted as part of the training program. At aminimum, the following dements
must be included in the training exercise program:

a

Exercisesinvolving each PF shift and each SRT shift must be conducted monthly.
These exercises must be planned and conducted so asto provide Site-specific training
to the PF in the prevention of the successful completion of potentid adversarid acts
defined in the DBT and the gpproved ste-threat statement.

The cognizant locd DOE authority for S& S, as gpplicable; must request the Federd
Bureau of Investigation (FBI), other Federal, State, and loca law enforcement agencies
that would assist the PF during a Site security incident to participate in training exercises
a leagt annudly.

Reports of each training exercise, summarizing results and problems areas, must be
prepared for management review and to aid in planning PF activities, developing
corrective actions, and in the training needs analysi's process.

Sites possessing Category | SNM, Category 11 SNM with potential roll-up to Category
|, and RAD/TOX concerns must plan a force-on-force (FOF) training exercise
involving aWMD scenario a least every 3 years. Where possible, this exercise should
involve joint inter-agency nationd-level participation (e.g., the FBI, Federd Emergency
Management Agency, Stlate emergency management agencies, etc., as goplicable)) The
OSSwill serve asthefocad point for liaison with nationd level agencies to promote their
participation.
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CHAPTER V

SECURITY HELICOPTER FLIGHT OPERATIONS

1. PURPOSE. The primary purpose for security helicopter flight operationsisto provide timely
and effective response to a security incident. DOE security helicopters may be used for
response force (i.e., PF, SRT, and Federd, State, and local law enforcement agency
personnd) trangport, command, control, communications, survelllance, and as afiring platform
when required. This chapter addresses security helicopter program operationd requirements
and rules of engagement during use of security helicopters asfiring platforms.

2. OPERATIONAL REQUIREMENTS.

a

Generd. Hdicopters employed in support of security operations provide an airborne
dimension to response force capabilities againgt athreat posed by adversaries who may
attempt theft or sabotage of nuclear wegpons or SNM, and/or sabotage vitd facilities
and equipment. The decision to use security helicoptersis based on site-specific
congderations with concurrence of the cognizant LPSO/Administrators, NNSA.
Helicopter operations must be conducted in accordance with DOE O 440.2,
AVIATION. Ste-specific security helicopter operationad mission requirements must
be documented in a Ste-gpecific Aviation Implementation Plan (AIP). The AIP must
be approved by the cognizant loca DOE authority for S& S, as gpplicable.

Misson Readiness. To meet misson requirements, a security helicopter must be fully
operationa and ready to respond to a security emergency on notice with a 90 percent
availability rate, excluding weather conditions.

Emergency Security Helicopter Operations. During a security incident, helicopters may
be employed to transport, insert, and relocate response forces to and from the scene of
a security incident or staging area, as directed by the senior on-scene commander
and/or by standard operating procedure. Additional emergency response functions
must be fully documented in a AIP and may include, but are not limited to, directed fire;
command, control, communications, and surveillance; resupply; and support of
facility/dte protection strategies, including recapture, recovery, and fresh pursuit
operations.

Routine Security Helicopter Operations. Routine helicopter operations may include the
following:

(@D} pilot proficiency, traning, and testing program;
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2 training for emergency response, tactica insertion of PF personnd, and
observation and pursuit of airborne and ground intruders,

3 gte survelllance, search, and observation,
4 trangport of PF personne!;
5) escort of convoys transporting SNM; and

(6) command, control, and communications of ground security activitiesin routine
operations.

Specia Use of Security Helicopters. Such use must be based upon site-specific
mission requirements, which are approved by the loca cognizant DOE authority for
S& S, as gpplicable, and documented in a AlP.

USE OF HELICOPTERS AS FIRING PLATFORMS (RULES OF ENGAGEMENT). The

primary purpose for employing helicopters to support security operationsisto provide arapid
response capability for trangporting and inserting PF personnel (i.e., an SRT) during a security
incident. However, firing from a helicopter can be aviable and effective means of supporting
security operations, and the AIP may incorporate agrid firing under the following conditions.

a

Authority to include aerid firing in response plans must be granted only following
development of dte-specific rules of engagement which are consistent with DOE policy
on the use of force.

Firing must be done only by specificaly trained and quaified SRT personnel with
wegpons attached to a gun mount that provides field-of-fire limitations.

A Safety Andyss Review (SAR) of aerid firing must be completed. The SAR must be
reviewed for currency any time aerid firing requirements are changed, but at aminimum
of a least annudly.

The cognizant Fidd Element safety officer must gpprove, in writing, the technicd and
operational procedures and SAR for agrid firing.

The cognizant loca authority for DOE, as applicable, is the fina approva authority a
each gte. Copies of the gpproved technica and operationa procedures for aerid firing
must be provided to the Senior DOE Aviation Management Officid; the cognizant
LPSO/Administrators, NNSA, and the Director, OSS.
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f. Site-gpecific agrid firing qudification and/or familiarization course(s)s must be
developed and submitted, through the cognizant local DOE authority for S& S, to the
Director, OSS, for review and approval.
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CHAPTER VI

EQUIPMENT AND FACILITIES

1. EQUIPMENT. PFsmust be equipped to effectively, efficiently, and safely perform both
routine and emergency duties. Equipment must be tailored to counter adversaries identified in
the DBT and site-specific threat guidance or as specified in the SSSP. The equipment must
provide the PF the ability to movein atacticaly sound, safe, and timely manner and in sufficient
number under al expected environmenta conditions; transfer information between PF
personnel; and detect the presence of adversaries under al environmenta conditions. PF
equipment must be available in sufficient quantities and properly maintained to support the PF
mission.

a Uniforms. Contractor PF personnd must be required to be distinctively uniformed
while on duty and to be identified with their function by gppropriate emblems or
badges. The uniform must enhance efficient performance of both routine and
emergency duties and must promote a professond image.

@ SOs must wear uniforms that conform to site stlandards in respect to assigned
duties and posts (e.g., SOs assigned to interior administrative posts may wear
non-field-type uniforms, while SOs assgned to exterior posts may wesar field-
type uniforms).

2 SPO and SRT uniforms must conform to site stlandards that enhance SPOs
abilities to respond to and resolve security incidents in an effective manner.

b. Duty Equipment. The equipment itemsto be issued PF personnel must be determined
by assgned duties on a Ste-gpecific bass. At aminimum, the following duty equipment
must be provided:

Q) SOs. Each SO must be assigned and required to carry while on duty a
portable radio with carrier and aflashlight with carrier. The issuance of
additional equipment, such as intermediate force wegpons, must be determined
by assigned duties on a Site-specific basis.

(20  SPOs Each SPO must be assigned and required to carry while on duty a
handgun and ammunition, a holster (of a secure type), an ammunition carrying
device of sufficient capacity, a portable radio with carrier; handcuffs with case
or other restraining devices, an intermediate force weapon (with case, if
goplicable), and aflashlight with carrier. Theissuance of any additiona
equipment items must be determined by assigned duties on a Site-specific basis.
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Equipment must be secured to the SPO so that it is easily accessible and does
not hamper movement during emergencies.

SPO-11Is. Each SPO-111 must be assigned a handgun and ammunition; a
holgter (of atactica type), an ammunition carrying device of sufficient capacity;
fire resstant hood and gloves; aflashlight with carrier; goggles/eye protection;
tactical boots; a CBW mask; handcuffs with case and/or other restraining
devices, and equipment designed to accommodate the duty functions (eg.,
tactical vests).

SRT Equipment. Equipment must be selected to facilitate the ability of the SRT
to effectively, efficiently, and safely perform both norma and emergency
response duties. In generd, team equipment must be provided to facilitate and
hasten arapid response, be operable in dl loca weather conditions, alow for
reliable communication and information transfer, and assgt in the detection of
adversaries under dl light conditions. Site-specific equipment relevant to the
accomplishment of Site-gpecific misson requirements must dso be made
avalable. PRFOT members, TE specidists, SRT commanders, and assault
leaders each may require additiona speciaized equipment to meet mission
requirements. Sites must ensure that al necessary specidized individua and
team equi pment needs are met and maintained.

Alternative to Deadly Force. Armed PF personnel must be assigned equipment
that provides an dternative (i.e., intermediate force), in the appropriate
circumgtances, to the use of deadly force (e.g., Sde-handle or collapsible

baton, chemica agents, etc.).

Nonlethal Area Weapons. Nonlethal area weapons such as chemical agents, if
available for PF use, must be of the type commensurate with the intended use
and must not pose danger to personnd or facilities beyond that required for the
success of the PF misson. Chemica agents must not be kept in active
inventory past their expiration dates.

Persond Protective Armor. Personal protective armor must be reedily
available for SPO-11 and -1l personnel. Protective armor must be worn by
SPOs or be stationed or positioned in such a manner that it may be quickly
donned in support of response requirements without impact to response times.
Protective armor for SPO-11 personnd must provide at least Type [11-A
protection level, as established by Nationd Indtitute of Justice (NIJ) Standard
0101.03 (4/87). Protective armor for SPO-I11 personnel must provide &t least
Type Il protection level, as established by NIJ Standard 0101.03.
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(8)

)

Tactical Vests. Tactical vests must be readily available for use by SRTs and
other designated personnel. They must be designed to accommodate the duty
functions of the wearer and enhance effectiveness.

Protective Masks. Protective masks must be available for SPO-I, -II, and -111
personnel, and Special Agents, i.e., they must be carried by PF personnel or be
stationed or positioned in such a manner that they may be quickly donned in
support of response requirements without impact to response times.

Protective masks must be of a type that does not unduly hinder performance of
emergency duties, including accurate firing of all assigned firearms, and must
be individually fit-tested. They must be rated for nuclear/biological/chemical
protection.

(10) Chemical Protective Equipment. In order to ensure appropriate analysis and

implementation, PF deployment and use of chemical protective equipment
must be documented in the facility SSSP. The SSSP must document the
rational for equipment selection, deployment, and use of chemical protective
equipment such that detection and response are addressed. PF procedures for
the use of chemical protective equipment must be approved by the cognizant
local authority for S&S, as applicable.

Vertical line denotes change.
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(11) Optical Devices.

(12)

(13)

(a)

(b)

(c)

Corrective Lenses.

1 Eyeglasses worn by PF personnel must be of the safety glass type
and meet ANZI Z87.1 standards.

N

SPOs whose uncorrected distant vision in the better eye is not at
least 20/40 must carry an extra pair of eyeglasses or corrective
lenses.

Observation Devices. Binoculars must be available for PF use to permit
observation and detection of unauthorized activity and to aid in the
conduct of response operations during both day and night conditions. At
those facilities possessing Category I and II SNM, night vision devices
must be available for PF use to permit observation and detection of
unauthorized activity and to aid in the conduct of response operations
during reduced light conditions.

Protective Mask Optical Inserts. PF personnel whose uncorrected distant
vision in the better eye is not at least 20/40 must be provided with
corrective lens inserts that can be accommodated by the issued mask.

Batteries. A sufficient number of batteries for PF equipment (e.g., radios,
hand-held metal and SNM transfriskers and monitors, flashlights, cameras,
night vision devices) must be available and maintained in a charged condition
to support routine, emergency, and response operations.

Equipment Storage. Individual, special purpose, and duty equipment must be

stored and/or carried so as to be readily available in sufficient numbers for use
in its intended fashion according to approved PF response plans, POs, GOs,

Vertical line denotes change.
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and procedures. Adequate and secure storage space must be available for al
individudly carried equipment.

(14) Egquipment Maintenance. Equipment must be maintained in aservicegble
condition, in keeping with generally accepted practices for the particular type of
equipment. As appropriate, preventive maintenance must be conducted and
records maintained.

Firearms, Ammunition, Pyrotechnics, and Explosves. Firearms, ammunition,
pyrotechnics, and explosives must be available in sufficient quantity to permit PFsto act
according to response plans. Firearms, ammunition, and pyrotechnics, and explosives
must be of atype suitable for the intended use, deployed in amanner commensurate
with that use, and controlled in amanner consstent with DOE M 440.1-1, DOE
EXPLOSIVES SAFETY MANUAL. The firearms, anmunition, pyrotechnics, and
explogves used must pose the minimum danger to personnel, noncombatants, and
facilities commensurate with success of the PF misson. Frearms, ammunition,
pyrotechnics, and explosives must be carried and trangported safely and securely. Any
discharge of afirearm for other than training purposes must be reported in accordance
with DOE M 232.1-1A, OCCURRENCE REPORTING AND PROCESSING OF
OPERATIONS INFORMATION.

(N} Operational Congderations.

@ Generd. Firearms mugt be in serviceable condition at dl times. Semi-
automdtic pistols must be carried in the round in the chamber
configuration. Other duty and auxiliary firearms configurations (loaded
or unloaded) must be as specified by the cognizant loca DOE authority
for & S.

(b) Sights  All firearms with adjustable Sghts, which are not assgned to
individuas, mugt have the sghts st in amanner that ensures that PF
personnel who may use these firearms know the point of impact and
can make point-of-aim adjustments quickly and consstently to permit
accurate initid fire. Verification of Sght adjustment and bullet impact
must be made at least semiannudly. This must be accomplished by live
fire or through the use of asghting device that smulates bullet impact.
Such sighting devices must be approved by the cognizant loca DOE
authority for S&S.

(© Spare Firearms. There must be aminimum of 10 percent spare
firearms of each type of firearm deployed on ste (e.g., duty,
engagement amulations sysems[ESY], training) to provide for the
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replacement of mafunctioning fireearms and to provide firearms to PF
personnd responding according to approved Site response and
contingency plans.

ESS Firearms. All wegpons/firearms used during ESS exercises and
training activities must be permanently modified and dedicated for ESS
useonly. ESS wegpons/firearms include multiple integrated |aser
engagement systems (MILES), dye-marking cartridge systems (DMC),
blank-fire, and inert systems.

PF Firearms, Ammunition, and Explosves. Firearms, anmunition, and
explosives used by PFs must be based on consideration of the DBT,
assigned missons, the SSSP and vulnerability assessment, and
approved by the cognizant local DOE authority for S&S. Use of
explosives must be in accordance with DOE O 440.1A and DOE M
440.1-1. Thetypesof diversonary pyrotechnics used must be
approved by the Director, OSS.

Firearms Trigger Safety Locks.

1 Trigger safety locks must be issued to any DOE or contractor
employeesissued firearms who, for any reason, are permitted
to take the firearms off site and may not maintain continuous
immediate possession or direct control of the firearms.

2 A trigger safety lock must be used (installed and locked) any
time afirearm is taken off dte and leaves the immediate physicd
possession or immediate control of the individud to whom the
firearm has been issued.

3 Any firearm shipped or transported off site (e.g., Federa

Express, in baggage that is to be checked, etc.) must be locked
with atrigger safety lock or placed in alocked container.
Firearms shipped by bulk must be secured in alocked or
banded container. Those firearms not capable of firing live
ammunition (i.e,, ESS, including dedicated blank-fire, multiple
integrated laser engagement systems, and dye-marking
cartridge firearms) are not required to be individually locked
with atrigger safety but must be secured in alocked or banded
container.
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()] Fireerms Modifications. Modifications to firearms must be conducted
by a DOE-certified armorey.

1 Approved Modifications. Written approva must be requested
and received from the cognizant local DOE authority for S&S
before a DOE firearm (live-fire or ESS firearm) may be
modified. Modifications on the DOE Firearms Modification
List (FML), as approved by the OSS, may be conducted after
the loca DOE authority for S& S has granted gpprova.

N

Non-Approved Modifications. Requests for modifications not
on the FML must be submitted in writing to the OSS with the
following information:

a agenerd description of the modification;

b the purpose/objective of the modification;

(o)

adetailed, step-by-step description of the processto
accomplish the modification, with mechanica and/or
illudrative drawings,

(o}

adescription of the post-modification testing to be
conducted; and

e the number of firearms to be modified.

The request will be forwarded to the CTA for review by its
armorer section. The CTA will provide written comments
and/or arecommendation to OSS and the applicable local
DOE authority for S&S. Upon review and concurrence on the
CTA’s recommendation, the modification may be gpproved by
the loca DOE authority for S&S. Upon such approvd, the
modification must be submitted to the OSS for incluson on the
FML.

(o%)

ESS Firearms Modifications. Firearms must not be routindy
modified and transferred from ESS gpplications to live-fire use
and back. If afactory “drop-in” kit is used to modify afirearm
to be capable of usng DMC, a DOE-certified armorer
specificdly trained in the ingdlation of such a kit must conduct
the modification. Dedicated ESS firearms must not be
reectivated for live-fire usage without the approval of the local
cognizant DOE authority for S&S.
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Standardization of Firearms. Standardization of firearms is required to

increase the efficiency of standard and centralized training and enhance inter
site assistance in the event of a security incident or other situation requiring
supplemental or replacement forces.

(a)

(b)

Procurement of PF firearms must involve the following firearm systems:
(1) Handgun: Glock Inc., Model 22, 40 caliber.

(2) Duty Rifle: Military M-16 family of rifles.

(3) Shotgun: Remington, Model 870, 12 gauge.

(4) Precision Rifle: Remington, Model 700 Action.

(5) 40mm Grenade Launcher: Military Model 203.

(6) Belt-Fed Machine Guns: Fabrique National Model 240 and 249.

If the DOE is unable to obtain any needed firearms through
interagency agreements pursuant to the Economy Act, the DOE
will comply with the requirements of the Federal Acquisition
Regulation (FAR) Subpart 6.3 in determining how to procure its
firearms requirements.

Due to the multiple agencies and contracts involved in this centralized
procurement effort, the OSS will provide liaison with DOE field
organizations for acquisition of listed firearms. All Departmental
elements which require any of the firearm types listed in paragraph
c.(2)4a above, must coordinate procurement with the OSS. DOE field
organizations must provide information regarding the type of firearm,
number of items, delivery date and site point of contact to the OSS.
Replacement of current inventories is intended to occur as current
firearms become due for replacement. The standard list provides needed
firearms capability for the majority of Departmental missions within
site-specific conditions; however, operational, safety, or other
requirements may dictate the need for an alternative firearm. Deviations
from or additions to this list must be approved by the Director, SO, or
the Director of Defense Nuclear Security, NNSA, as applicable.
However, if the DOE/NNSA is unable to obtain any needed firearms
through interagency agreements pursuant to the Economy Act, DOE will
comply with the requirements of the FAR, Subpart 6.3, in determining
how to procure its firearms requirements.

Vertical line denotes change.
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Storage of Firearms, Ammunition, Pyrotechnics, and Explosives. Firearms,

ammunition, pyrotechnics, and explosives must be stored safely and under the
direct control of PF personnd or controlled within established security aress.
Alterndtively, they may be stored in a vault-type room if an intrusion detection
system isin use to detect a penetration into the area and the darm response
cgpability is such that unauthorized remova is unlikely.

@

(b)

(©

(d)

Bulk Storage. Bulk quantities of ammunition, pyrotechnics, or
explosives, which are not used on aroutine basis and/or are stored for
long periods of time, must be stored in facilities that meet design criteria
gpecified in DOE M 440.1-1. These storage facilities must be located
within a designated security area

Storage Containers. Firearms, ammunition, pyrotechnics, and
explosves must be stored in Genera Services Adminigtration-
approved firearms storage containers that are bolted or otherwise
secured to the structure or under darm coverage. Where the weight of
the storage container would deter remova of the container, the
requirement to bolt or secure is not gpplicable. Firearms not in such
containers or under alarm coverage must be locked in racks, chained,
or cabled to prevent easy, rapid, unauthorized removal.

Firearms Storage.

1 Whenever practical, firearms must be stored separately from
explosves and 1,000 rounds or more of ammunition.

2 Frearms not identified for duty or contingency use and having a
vaid judtification for retention must be stored in a manner that
will prevent deterioration due to environmenta conditions.

3 Off-dte storage of firearms must be specified and authorized by
the head of the Field Element.

4 Dedicated ESS firearms must be stored separately from live

firearms. Separate storage may be accomplished by placing
live firearms and ESS firearms in separate, secured storage
containersin the same location or by storing in separate
locations.

Storage of Ammunition  Live ammunition and ESS-rdated ammunition
(i.e., blank fire, DMC, dummy rounds, etc.) must be stored separately.
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Separate storage may be accomplished by placing live and ESS
ammunition in separate, secured storage containersin the same location
or by storing in separate locations.

On-Post Firearms, Ammunition, Pyrotechnics, and Explosives.
Auxiliary firearms, ammunition, pyrotechnics, and explosvesthat are
maintained a pogts for use during response to security incidents must
be under the direct control of on-duty PF personndl. Firearms,
ammunition, pyrotechnics, and explosives must be readily accessble to
PF personnel and secured in such amanner that they are inaccessible to
and cannot be removed by persons passing through, by, or in the post.

Pre-positioned Pyrotechnics and Explosives. In support of PF
response plans and strategies, limited quantities of pyrotechnics and
explosives may be pre-positioned at approved locations (e.g., PF
posts, response vehicles, etc.) other than bulk storage magazine aress.
Pre-positioned pyrotechnics and explosives must be kept in their
origina containers, unless operationa and response requirements
dictate otherwise. These pyrotechnics and explosives must be readily
access ble to authorized PF personnel and secured in such a manner
that they are inaccessible to and cannot be removed by persons passing
through, by, or in the post. PF personnd charged with the
responsbility of employing and overseeing the storage of pyrotechnics
and explosives must be trained in their use and Storage, asrequired in
DOE M 440.1-1.

Firearms and Ammunition Maintenance/nspection Firearms available for duty

or contingency operations must be inspected by a DOE-certified armorer prior
toinitid use and at least twice ayear theregfter to determine serviceshility.
Firearms must be cleaned and maintained in amanner that meets or exceeds the
manufacturer’ s recommendations.

@

(b)
(©
(d)

The trigger pull for fireerms must be at least that specified by the
manufacturer as the minimum for safe operation.

Firearms maintenance checks must be documented.
Stored firearms must be ingpected prior to return to active inventory.

Duty ammunition must be exchanged for fresh anmunition a lesst
annudly.
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Pyrotechnics and Explosives Inspection  Pyrotechnics, explosives, and any

associated equipment available for use during routine or contingency operations
must be inspected by qudified PF personnd prior to each use and at least on a
quarterly basis to ensure they are properly stored, stable, and within current
shelf-life and use requirements. Ingpections must follow gpplicable
requirementsin DOE M 440.1-1.

Inventory of Firearms, Ammunition, Pyrotechnics, and Explosives. Firearms,

ammunition, pyrotechnics, and explosives inventories must be maintained that
alow efficient and effective arming and training of on-duty PF personndl.

@ Live-Firearms Inventory. Operationd firearms inventories should be
limited to the number of armed personnel issued that type of firearm
and/or the number required for mounting in posts and vehicles, plus 10
percent to accommodate maintenance and contingency requirements.
Due to the remote location of some training facilities, some Ste
inventories may require live-fire wegpons for training and qudification.
Therefore, additiond inventories of fireerms may be maintained to
support live firearms training activities. All issued firearms must be
inventoried by anumber count at the beginning of each shift. All
firearms in sorage must be inventoried by a number count on aweekly
bass. Aninventory of dl firearms, liging the type of firearm, the
manufacturer, and its serid number must be conducted on a monthly
bass. Frearmsthat are not identified for duty or contingency use may
be inventoried by container in the event a complete container inventory
has been conducted previoudy and the container is secured by a serial-
numbered security sedl.

(b) Dedicated ESS Firearms Inventory. Departmenta safety ingtructions
require that fireearms used for ESS activities be permanently modified
and not routingly transferred between live and non-letha uses.
Additiond inventories of dedicated firearms may be maintained to
support ESStraining activities. (NOTE: The Glock Mode 22 cannot
be converted to DMC use; however, a handgun specifically designed
for this purpose is available from Glock Incorporated.) An appropriate
inventory of these firearms may aso be purchased and maintained.
Dedicated ESS firearms must be inventoried by a number count prior
to and after each use. An inventory of dedicated ESS firearms, listing
the type of firearm, the manufacturer, and its serid number must be
conducted on amonthly basis. ESSfirearmsthat are not in continua
use may be inventoried by container in the event a complete container
inventory has been conducted previoudy and the container is secured
by a serid-numbered security sedl.
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() Ammunition, Pyrotechnics, and Explosives Inventory. The Department
currently has a standardization program for ammunition that conssts of
a scheduled procurement coordinated by the CTA through the DOE
Albuquerque Operations Office. This program will not be affected by
the standardization of Departmenta firearms. DOE facilities must
continue to procure al duty and traning ammunition included in the
gtandard procurement through this program. Ammunition must be
inventoried annually. Pyrotechnics and explosives must be inventoried
on amonthly bass. Pre-positioned pyrotechnics and explosives must
be inventoried by a number count at the beginning of each shift.
Pyrotechnics and explosives stored in bulk, which are not identified for
duty or contingency use, may be inventoried by container if acomplete
container inventory has been conducted previoudy and the container is
secured by a seria-numbered security sedl.

(d) Inventory Shortages. After conducting a preliminary inquiry involving
an indication of an unaccounted for, missng, or stolen firearm, a
ggnificant quantity of ammunition (excess of 100 rounds), or any
amount of pyrotechnics and explosives, PF management must
immediately report such a shortage to the cognizant DOE authority for
S& S, who must report to the OSS within 24 hours. The cognizant
local DOE authority for S& S, as gpplicable, must then prepare and
transmit an Occurrence Report in accordance with DOE M 232.1-1A.

PF Vehicles.

@

@)

Type. PFvehicles must exhibit adegree of reliability commensurate with their
intended function. Vehicles must enhance the efficiency, speed, and safety of
both routine and emergency duties under al expected westher conditions.
Vehicles must be of atype and size suitable for the intended use and, in the
case of armored vehicles, offer assurance of continued operation and a safe
level of protection to occupants under smal armsfire, up to and including North
Atlantic Treaty Organization 7.62 millimeter full-metd jacket. Vehides must be
distinctly marked and equipped with necessary emergency response equipment
(eg., externd warning lights, sirens, radios, and spotlights).

Maintenance. Vehicles must be maintained in servicesble condition, with
preventive maintenance performed &t intervals that meet or exceed the
manufacturer recommendations. V ehicle maintenance records must be
maintained as long as the vehicle is used to support the PF mission.
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Inspection. PF vehidesin use must be ingpected at the beginning of each shift
to ensure they are in safe, operating condition. At aminimum, the following
areas must be ingpected and found to meet safe operating requirementsi.e.,
horn, tires, lights (including emergency response lights, when gpplicable), and
brakes (including parking brake)].

e Communications Equipment.

@

@)

FACILITIES.

Basic Requirements. PF communications equipment must provide multichannel
capability with clear transmissons. It must also exhibit the necessary degree of
reliability commensurate with its intended use. Communications equipment must
be readily avalable in sufficient numbers to equip PF personnd. Duress darms
must be provided at al PF posts. Duress darm requirements may be met
through the use of ether portable radios equipped with duress capabilities or
fixed duress systems.

Specid Requirements.

@ Facilities Containing Category | or Il Quantities of SNM. Fixed PF
posts at such facilities must have both norma telephone service and
two-way radio communication with the CAS/SAS, aswell as points
from which backup forces may be dispatched. Adminigirative controls
must be established to ensure proper use of this system in an
emergency.

(b) SRTs. SRTsmust be equipped with digita encryption two-way radio
communication. Dedicated channdsfor SRT operations must include
separate SRT elements (e.g., tactical operations center, crisis
negotiations, PRFOT channdls, tc.).

(© Teds. Daily tests of PF communication systems must be conducted. I
equipped with duress capabilities, the duress system must be tested
weekly. Fixed duress systems must aso be tested weekly.

a Permanent PF Posts. Permanent (routine and emergency duty) PF posts that control

access to areas containing nuclear weapons, nuclear test devices, complete nuclear
assemblies, or Category | or 1l quantities of SNM must meet the following
requirements:
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@ Location. The posts must be located so thet the efficiency of routine dutiesis
enhanced, the likely routes of adversary ingress and egress are clearly
observable, and protected routes or methods of approach are available to PF
personnel.

2 Human Factors Reguirements. The posts must provide adequate human
engineering so that PF personnel occupying the posts can perform their duties
efficiently. Routine duty fixed posts must provide occupants with adequate
protection from weather and temperature variations and facilities to meet PF
persond hygiene needs. Supervisors must ensure PF personnel assigned to
fixed posts without persona hygiene facilities are provided regular opportunities
for relief from post duties to vist such facilities at another location.

3 Exterior Congruction. Exterior wals, windows, and doors must be
congtructed of, or reinforced with, materias that have a bullet-penetration
resstance equivaent to the “high-power rifle€’ rating given in Underwriter
Laboratories Standard 752, “Bullet-Resisting Equipment.”

4 Lighting. Lighting must be capable of providing aminimum of 2 foot- candles
luminescence at ground level for at least a 30-foot diameter circle around the
post and 0.2 foot-candles for at least 150 feet in al directions.

) Vehicular Access Control. Where automated gates are used to control
vehicular accessto a security area, the gates and openings must be constructed
to permit gate operation from insde the post.

Training Fadlities. Managers of stes/facilities with PF program requirements must
ensure that training facilities are sufficient to conduct redigtic PF training and
qudification programs in a safe manner, as required in DOE O 440.1A, WORKER
PROTECTION MANAGEMENT FOR DOE FEDERAL AND CONTRACTOR
EMPLOYEES. Thisincludesfacilities for SPO-I, -1, and -111 and FO/SA (where
applicable) weapons and physica fitness training and qudifications and maintenance,
gpecid kills, and ste-specific training and qudifications. The use of locd, State, and
Federd law enforcement agency and Department of Defense/Nationd Guard training
facilities is an acceptable aternative to DOE-owned facilities, as long as required DOE
certifications and safety requirementsin DOE O 440.1A and DOE-STD-1091-96 are
maintained. An MOU/MOA ddineating such use must be completed by the
appropriate cognizant loca DOE authority for S& S, as gpplicable, and approved by
the head of the Field Element.
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CHAPTER VII

PERFORMANCE TESTING

1 PERFORMANCE TESTS (PTs). PTsmust be used to redidticdly evduate, and verify the

effectiveness of PF programs; identify needed training and provide training for personnd;
identify aress requiring system improvements; validate implemented improvements, and
motivate PF personnel. Such tests must adhere to the requirements found in Chapter 111 of
DOE O 470.1 and in this chapter. All mgor functions of the PF must be tested. The following
are the mgjor types of PF PTs.

a

LSPT. LSPTsmay be ether scheduled or unannounced. They must be used to
determine the level of PF skill or cagpability in the areatested or to verify different
aspects of the PF program. LSPTs must be conducted to redigtically test any
operation or procedure, verify apolicy requirement, or verify possesson of arequisite
knowledge or skill to perform a specific task that fals within the scope of PF
respongbility. The tests may involve large numbers of PF personnd working together,
or they may involve only an individud or smal team. When individuas or amdl teams
are tested, repetitions of the test may be conducted with each individua or team.
Examples of these tests include individua and team tactica movement, defensve and
offensive pogitioning, arrest and control techniques, building clearing, handling civil
disturbances, containment operations, command and control activities, or any individua
components of these activities. Any eement of PF respongbility, as determined by ste
procedures and job task analysis, may be tested. LSPTs may involve the use of
dedicated ESS (MILES, DMC, blank-fire, or inert systems), and such use must meet
the operationa and safety requirements involving the conduct of FOF exercisesin
paragraph 1c, below, where gpplicable.

Alarm Response and Assessment Performance Test (ARAPT). An ARAPT is
conducted with no prior notice to evauate on-duty PF response to a specific location
under S& S darm protection. ARAPT scenarios must be based on smulated adversary
actions conggtent with the DBT and Ste-specific vulnerability assessments. The
purpose of these tests is to evaluate PF readiness and response to alarm conditions.
These tests must take into consideration al aspects of PF response, including
communications, persond protective measures, equipment availability and
serviceshility, and any PF and facility coordination activities that may be necessary for
effective mitigation of a security incident. ARAPTs must be coordinated with facility
representatives and trusted agents to ensure that safety requirements are fulfilled,
Security is not compromised, and operationd disruption isminimized. Upon
commencement of an ARAPT, responding PF personnel must be advised of the test.
Handguns must not be unholstered and auxiliary wegpons must not have around
chambered.
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FOF Exercise. A FOF exerciseisamaor test of the overal effectiveness of al
elementsinvolved in response to aDBT and Ste-specific threats. FOF exercises must
be held a dl facilities meeting the requirementsin DOE O 473.2, paragraph 4e. FOF
scenarios must include the parameters of the various adversary wegpons, equipment,
and methodologies postulated in the DBT. Scenario content must be controlled on a
grictly need-to-know basis to foster redistic exercise activities and evauation.
Exercises must be planned, announced in advance to dl participating parties, and
conducted during specified time periods. Personnel must be designated and briefed in
advanceto act as adversaries. All weagpons used by exercise participants must be
dedicated ESS wegpons. For this reason, when an exercise involves an operating
facility as opposed to atest area, a“ shadow force” of PF personnel must be deployed
for protection of the S& Sinterests. Interface procedures, including rules of conduct for
al participants, controller actions, exercise boundaries, and off-limit areas, must be
developed. Procedures for communication between the smulated and shadow forces
must be developed to ensure no compromise of S& S during the exercise. All exercise
participants, controllers, and the shadow force must be briefed on the interface and
communication procedures.

Command Pogt Exercise (CPX). A CPX is conducted to observe and evauate a crisis
management team’ s overdl handling of a smulated safeguards and/or security or a
natura disagter incident. A CPX may involve aloca Emergency Operations Center
(EOC) or multiple centers, including the DOE Headquarters EOC. CPXsmay be
ether announced or unannounced and may vary in scope and time as dictated by the
purpose of the exercise. A security-related CPX must be based on the DBT and the
ste-specific threat. The CPX must be used to eva uate both tactica and technical
assessments and decisons. Lines of authority, the interrelationship of various
organizationa components in crigs mitigation, and the timeliness of reporting and
decison making will be congdered in the overdl evauation. Facility and equipment
availability must aso be evaduated.

Command Fidd Exercise (CEX). A CFX isan extension of aCPX and is conducted
to test the interrdationship of Ste management in directing the tactical engagement of a
PF to asmulated incident. Procedures, tacticd intelligence, communications, logigtics,
and the interfaces between field and Site support systems are the focus of a CFX. Such
exercises must be planned and announced in advance to dl participating personndl.
They may be combined with FOF exercises.

Joint Training Exercise (JTX). When gte or fadlity vulnerahility andyds and
performance testing indicate a need for outside agency support for the successful
mitigation of an S& Sincident, and such support is properly documented in the SSSP,
the support expected from outside agencies must be covered by aformal, written
MOU/MOA. A ste must conduct an annud JTX conssting of a FOF exercise with
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these agencies to determine the agencies abilities and capabiilities to respond to site
threats, as documented in the SSSP. The frequency of testing outside resources
beyond the annual FOF exercise requirement must be based on the degree of support
anticipated and approved by the cognizant local DOE authority for S& S, as applicable.

2. PT PLAN AND REPORT REQUIREMENTS. A written test plan and an after-action report
must be prepared to document PF performance testing activities. Both must be reviewed for
classfication purposes.

a The PT Plan must address, as gpplicable;
@ The specific eement of the PF being tested;

2 The objective of the test;

3 Specific, goplicable pass/fal criterig;

4 Specific and generd safety consderations (generd considerations may be
satisfied by referring to approved performance test procedures discussed in
paragraph 3, below); and

(5)  Specific S& S condderations.

b. The PT Report must address, as applicable:
Q) Detalled results of the exercise, including a passfal determination;
2 Lessons learned; and

3 Required corrective actions and/or mitigation factors to address identified
vulnerabilities.

3. SAFETY. PFPTsmus be conducted with the highest regard for the safety and hedlth of
personnd, protection of the environment, and protection of Government property. Specific
safety considerations and requirements for conducting PF PTs are found in DOE STD-1091-
96, Firearms Safety. Site-specific procedures addressing the conduct of PTs, the use of ESS,
and safety congderations, must be prepared by PF management and submitted to the cognizant
local DOE authority for S& S, as applicable; for review and approval and incorporated into the
ste Performance Assurance Program.
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4, COORDINATION. WhenaCPX or CFX involves ademondration of Site-level emergency
response capabilities, the development and conduct of the exercise must be coordinated with
the gppropriate Ste-level emergency management organizations.

5. TESTING FREQUENCY. Performance testing must be conducted as stated in Table VII-1.

NOTE: Annua requirements for FOF, CPX, CFX, and JTX exercises may be combined
where determined appropriatein SSSPs. Requirements for ARAPTSs may be satisfied through
combined testing of multiple darmsin the same or proximate location(s) and required monthly
PF shift and SPO-111 shift training exercises.

TableVII-1. Testing Frequency.

Type of Performance Test Minimum Performance Test Frequency

LSPT Asrequired

ARAPT 1/quarter/darmed location

FOF Uyearffacility

CPX lyear/ste

CFX lyear/ste

JIX Asrequired per SSSP, 1/year/site as applicable (See
Chapter IV, paragraph 13d and paragraph 1f of this
chapter.)
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CHAPTER VIII

EXECUTIVE PROTECTION PROGRAM

1 PURPOSE. The purpose of the DOE Executive Protection Program (EPP) isto prevent
intentiona or unintentiona injury to the Secretary of Energy and, when designated by the
Secretary, the Deputy Secretary of Energy.

2. SCOPE. Measures, including the use of armed PF personndl, may be provided for the
protection of the Secretary and/or Deputy Secretary within or outside the United States. The
Secretary must determine the extent and nature of any protection measures to be performed.
Executive protection operations and services will not be provided to the Secretary and/or
Deputy Secretary without the knowledge and specific gpprova of the Secretary.

3. REQUIREMENTS.

a

Requests for executive protection operations and services will be submitted in writing to
the EPP manager, DOE Headquarters, at least 10 working days prior to
implementation. When there isless than 10 working days notice of impending travel by
the Secretary or Deputy Secretary, requests for executive protection must be submitted
as soon as possible. The request must include:

@ adescription of known or potentia thresats and

2 the nature, extent, and duration of proposed executive protection activitiesto
be conducted.

The EPP manager must forward recommendations for protection measures to the
Secretary, or the Secretary's designated representative, for approval.

Executive protection operations and services must be conducted by PF personnel
approved by the EPP manager and trained for this activity.

Only those DOE personnel who have been deputized as U.S. Marshals by the U.S.
Marshds Service are authorized to carry firearmsin support of an executive protection
operation within the United States and its possessions.

Approva for selected executive protection personnd to bear aamsin aforeign country
must be obtained from the foreign government by the EPP manager through the
gppropriate Department of State Regiona Security Officer.
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ATTACHMENT 1

REFERENCES

1 Title 18 United States Code (U.S.C.), relating to—

a

b.

a

Espionage (sections 792 to 798);
Treason and subversive activity (sections 2381 to 2385);
Sabotage (sections 2151 and 2153 to 2156);

Theft or destruction of Government property (sections 33, 81, 641, 659, 831, 844,
1361 to 1363, 1366, 2071, 2112, and 2114);

Extortion and threats (sections 876 to 878);

Riots (section 2101);

Crime against aperson (sections 111, 113, 114, 1111, 1112, 1114, and 2111.);
Assassinating, kidnaping, or assaulting any agency head or deputy (section 351).
Powers of marshals and deputies (section 3053).

Congpiracy (section 371); and

Counterfeit badge/identification (sections 499, 701, 911, and 912).

The Atomic Energy Act of 1954, as amended (42 U.S.C. 2011, et seq.)

Chapter 12, “Control of Information,” sections 141-146 (42 U.S.C. 2161 to 2166),
which set forth the principles for the control of Redtricted Data.

Chapter 14, “Genera Authority.”

(@D} Section 161, “Genera Provisons’ (42 U.S.C. 2201), which sets forth the
authority necessary to perform the functions of DOE.

2 Section 161k (42 U.S.C. 2201K), which provides statutory authority for DOE
and contractor personnd to carry firearms and to make arrests without warrant.
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C. Chapter 18, “Enforcement.”

@ Sections 221 to 233 (42 U.S.C. 2271 to 2281), which set forth the authority
necessary to protect Restricted Data and property, and establish criminal
pendtiesfor violation of the Atomic Energy Act.

2 Section 229 (42 U.S.C. 2278a), which sets forth the authority to issue
regulations and establishes pendties for violaing these regulaions relating to the
entry upon or carrying, transporting, or otherwise introducing or causing to be
introduced any dangerous wegpon, explosive, or other dangerous instrument or
materid likely to produce subgstantia injury or damage to persons or property,
into or upon any DOE property.

3 Section 236, which makes crimina destroying or physically damaging DOE
nuclear fadilities or fud, using or tampering with machinery to cause an
unauthorized interruption of norma operations of such facilities, or attempting to
commit any of these acts.

Title42 U.S.C. 7270a, which provides statutory authority for DOE and contractor employees
at the Strategic Petroleum Reserve to carry firearms and to make arrests without warrant.

Title 50 U.S.C., relating to Department of Defense security regulations and Orders and the
pendty for violation (section 797).

Title 10 CFR Part 860, Trespassing on Department of Energy Property, which makes
trespassing on posted DOE property criminal.

Title 10 CFR Part 1046, Physica Protection of Security Interests, which sets forth policies and
procedures applicable to DOE contractor personnd and establishes their requirements for
medica and physical fitness qudification, physicd fitness training medical examingation and
certification, access authorization, and security training, qudification, and certification.

Title 10 CFR Part 1047, Limited Arrest Authority and Use of Force by Protective Force (PF)
Officers, which establishes policy concerning arrests and associated use of force by DOE and
contractor PF personnd assigned to protect nuclear weapons, SNM, classified matter, nuclear
fecilities, and related property.

Title 10 CFR Part 1049, Limited Arrest Authority and Use of Force by PF Officers of the
Strategic Petroleum Reserve, which establishes policy concerning arrests and associated use of
force by SPR PF personndl, and requirements for training and qudification to carry firearms.
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0.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Title 14 CFR Part 61, Certification: Pilots, Hight Instructors, and Ground Instructors, which
prescribes the requirements for issuing pilot and flight instructor certificates and retings, the
conditions under which those certificates and ratings are necessary, and the privileges and
limitations of those certificates and ratings.

Title 14 CFR 108.11, Carriage of Weapons, which provides requirements for the carrying of
weapons aboard an airplane.

Title 14 CFR Part 135, Operating Requirements. Commuter and On-Demand Operations,
which governs helicopter operations.

DOE O 232.1A, OCCURRENCE REPORTING AND PROCESSING OF OPERATIONS
INFORMATION, of 7-21-97, which establishes a system for reporting occurrences related to
DOE-owned or operated facilities and processing that information to provide for appropriate
corrective action.

DOE 0 440.2, AVIATION, of 9-25-95, which provides aviation requirements and
responghilities.

DOE O 440.1A, WORKER PROTECTION MANAGEMENT FOR DOE FEDERAL AND
CONTRACTOR EMPLOYEES, of 3-27-98, which establishes PF firearms program safety
requirements and respongbilities.

DOE 5610.14, TRANSPORTATION SAFEGUARDS SY STEM PROGRAM
OPERATIONS, of 5-12-93, which establishes policy for and implementation of the
management and operation of the Transportation Safeguards System program.

DOE M 440.1-1, DEPARTMENT OF ENERGY EXPLOSIVES SAFETY MANUAL, of
9-30-95, which provides information and guidance related to the safe use and storage of
explosves.

DOE 0 470.1, SAFEGUARDS AND SECURITY PROGRAM, of 9-28-95, which
establishes requirements and responshilities for the Safeguards and Security Program.

DOE O 471.2A, INFORMATION SECURITY PROGRAM, of 3-27-97, which establishes
requirements and responsibilities for the protection of classfied and sengtive information.

DOE 0O 472.1B, PERSONNEL SECURITY ACTIVITIES, of 3-24-97, which establishes
requirements and responsibilities for the Personne Security Program and the Personndl Security
Assurance Program.
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DOE M 473.2-1, IREARMS QUALIFICATION COURSES MANUAL, of 7-8-97, which
provides standardized courses of fire to ensure that all PF personnd authorized to carry
firearms under 42 U.S.C. 2201k or 42 U.S.C. 7270a are consistently quaified.

DOE 5632.1C, PROTECTION AND CONTROL OF SAFEGUARDS AND SECURITY
INTERESTS, of 7-15-94, which establishes policy, requirements, and respongbilities for the
protection and control of safeguards and security interests.

DOE M 5632.1C-1, MANUAL FOR PROTECTION AND CONTROL OF
SAFEGUARDS AND SECURITY INTERESTS, of 7-15-94, which provides detailed
requirements to implement DOE 5632.1C.

Design Basis Threat for Department of Energy Programs and Facilities (U), of 4-12-99,
issued by the Director, Office of Security Affairs, which identifies and characterizes the
potentia generic adversary threets to the DOE programs and facilities which could adversdy
impact national security, the hedth and safety of employees, the public, or the environment.

Genera Records Schedules, Schedules 11, 18, 20, and 23 of Nationa Archives and Records
Adminigration; and DOERS, as gpplicable.

Nationa Security Decison Directive-281, CLASSIFIED TITLE, of 8-27-87, which codifies
policies for nationa nuclear command and control operations.

Presidential Decision Directive-39, U.S. COUNTERTERRORISM POLICY, of 6-21-95,
which establishes policy, requirements, and responsibilities to deter, defeat, and respond to
terrorist attacks on U.S. territory and resources, both people and facilities.

Public Law 106-65, Nationd Defense Authorization Act for Fisca Y ear 2000; Title 32, which
edtablishes the palicy, requirements, and responsibilities for the National Nuclear Security
Adminigration.

DOE N 473.1, Carrying of Semiautomatic Pistols with a Round in the Chamber, of 10-28-99,
which establishes the requirements for DOE PF who carry a semiautometic pistol to have a
round in the chamber.

DOE N 473.2, Standardization of Firearms, of 3-02-00, which establishes requirements for the
gtandardization and limitations of DOE PF firearms inventories maintained in support of
safeguards and security activities,

DOE N 473.3, Standardization of Chemica Protective Equipment for PFs and Specid Agents,
of 3-29-00, which establishes requirements for the standardization and procurement of
chemica protective equipment for use by DOE PFs and Specid Agents.
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ATTACHMENT 2

GUIDELINESFOR FRESH PURSUIT

1 PURPOSE. The purpose of these guiddines, which have been gpproved by the U.S. Attorney
Generd, isto set forth the procedures to be followed by Department of Energy (DOE) Federd
and contractor Protective Force (PF) personnel, when pursuing suspected criminals across
juridictiond lines.

2. POLICY. ItisDOE policy to prevent the escape and effect the arrest of fleeing suspected
criminasin a safe and expeditious manner. The following procedures are intended to provide
protective personnd with flexibility when in fresh pursuit of afleeing suspected crimind. Each
dte must prepare Ste-gpecific guidelines that take into account the geography, equipment, and
functions of the facility/dte and that address procedures to be used to provide emergency
natification to jurisdictions that may be entered in a fresh pursuit Stuation. The manager of the
DOE Fed Element must submit the guiddines through the cognizant LPSO/Adminigtrators,
NNSA, to the Director, Office of Security Affairs (OSA), for approva.

3. DEFINITIONS. Thefollowing definitions are gpplicable to this atachment.

a

Felony. Any offense enumerated in Title 10 CFR, section 1047.4(8)(1)(i), aswdll as
any offense condtituting afeony under the laws of the jurisdiction in which the fadility is
located and with respect to which a PF would have arrest authority under 10 CFR
1047.4(d) and (e).

Fresh Pursuit. Pursuit (with or without awarrant) for the purpose of preventing the
escape or effecting the arrest of any person who commits a misdemeanor or felony or is
suspected of having committed a misdemeanor or fdony. Fresh pursuit implies pursuit
without unreasonable delay but need not be immediate pursuit. (Although fresh pursuit
implies pursuit without unreasonable delay, for the purpose of preventing the escape or
effecting the arrest of fleeing suspected criminds who are in unauthorized
control/possession of nuclear weapons, weapons components, and/or SNM, such
pursuit must be effected immediately.)

In the Presence of. The crimind act must have taken place in the physicad presence of
(under the observation of) the PF officer. A PF officer is authorized to make an arrest
for any misdemeanor listed in 10 CFR 1047.4(a)(1)(ii) if the offense is committed in the
presence of the PF officer.

Jurigdictiond Lines. For the purposes of these guidelines, must include, but are not be
limited to, the property lines of a DOE facility/ste.
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Misdemeanor. Any offense enumerated in 10 CFR 1047.4(a)(1)(ii), aswell as any
offense condtituting a misdemeanor under the laws of the jurisdiction in which the facility
is located and with respect to which a PF officer would have arrest authority under 10
CFR 1047.4(d) and (e).

PE Officer. Asdefined in 10 CFR 1047.3(g), any person authorized by DOE authority
to carry firearms under section 161k of the Atomic Energy Act.

Reasonable Grounds to Bdlieve. At the moment of arredt, either the facts and
circumstances within the knowledge of the PF officer, or of which the PF officer had
reasonably trustworthy information, were sufficient to cause a prudent person to believe
that the suspect had committed or was committing the offense. A PF officer is
authorized to make an arrest for any felony listed in 10 CFR 1047.4(a)(1)(i) isthe
offense is committed in the presence of the PF officer or if the PF officer has reasonable
grounds to believe (e.g., information from another PF or law enforcement officer,
communications from a PF dispatcher or centra darm station operator) that a suspect
had committed or was committing afelony.

4. AUTHORIZED PURSUIT ACROSS JURISDICTIONAL LINES.

a

Misdemeanors. A PF officer may engage in the fresh pursuit of a suspected
misdemeanant across jurisdictiond lines only if the aleged misdemeanor was
committed, or is being committed, in his’her presence. If the dleged misdemeanor was
not committed in the presence of a PF officer, PF officers must not pursue the
suspected misdemeanant across jurisdictiond lines. Instead, the PF officers must
attempt to obtain a description of the suspected misdemeanant, as well as a description
and license tag number of any vehicle being used by the suspected misdemeanant, and
must convey thisinformation (in accordance with the specific notification procedures
issued by the manager of the DOE Field Element) to the State and other loca law
enforcement authorities for the jurisdiction into which the suspected misdemeanant has
fled.

Felonies. PF officers may engage in the fresh pursuit of a suspected felon across
juridictiond linesif—
@ the alleged felony is being committed, or was committed, in the presence of a

PF officer or

2 any PF officer has reasonable grounds to believe that the person pursued is
committing, or has committed, the aleged felony.
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S. FRESH PURSUIT PROCEDURES.

a

Responsibility. Responsbility for decisions repecting fresh pursuit must follow the PF
command structure. In making fresh pursuit decisons, PF officers must consider
gpplicable Federd and State laws, DOE directives, guidelines, and regulations; and PF
plans, POs, GOs, guiddines, and training.

Safety Consderations.

@

)

3

(4)

SAfety isaprimary condderation when engaged in fresh pursuit of a suspected
crimind. In determining whether to pursue, as well as the method and means of
pursuit, a PF officer will weigh the seriousness of the dleged offense and the
necessity for immediate apprehension againg the risk of injury to himsdf/hersdf,
other PF officers, and the public. If & any time during the pursuit the risk of
injury to pursuing PF officers or the public surpasses the necessity for
immediate gpprehension, the pursuit must be terminated.

PF officers will use the minimum force necessary under the circumstancesto
apprehend a suspected crimindl.

The use of physica and/or deadly force in afresh pursuit Situation, regardless of
whether jurisdictiond lines have been crossed, must be in strict conformance
with 10 CFR 1047.6 and 1047.7 and other requirements applicable to the use
of force on DOE facilities. Such use may include, as gppropriate, firing at or
from amoving vehicle, arcraft, or water craft; the ramming and disabling of
pursued vehicles by precison immobilization techniques (PIT); and the use of
tire deflating devices. Such useisonly gppropriate when a pursuit Situation
involves the attempted recovery of SNM under unauthorized control or to
prevent adversary use of explosves againg a DOE facility. The use of
ramming/PIT techniques and tire deflating devices to terminate such a pursuit
must be considered gpplication of deadly force and must be in conformance
with 10 CFR 1047.7.

If hostages are present in a pursuit Stuation in which recovery of SNM is
involved, the safety and welfare of hostages must be considered; however, due
to the ramifications of unauthorized use of SNM to the nationd security, the
public, and the environment, the hostages' presence must not deter or impact
immediate pursuit and recovery of the SNM.
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C. Vehicular Pursuit.

@

)

3

(4)

Q)

(6)

Vehicles used in fresh pursuit must be operated in as safe amanner asis
practicable.

To the extent practicable, vehicles used must be “marked” and be equipped
with visua and audible emergency equipment.

Vehicles occupied by non-PF personnd must not be used in fresh pursuit
gtuations unless the Stuation mandates an immediate pursuit, and the extreme
circumstances prohibit the occupant’ s disembarkation.

The number of pursuing vehicles that cross ajurisdictiond line should be limited
to that necessary to provide sufficient personnd to dedl with the Stuation.
Under no circumstance should the number of pursing PF officers be such that
the facility is left without sufficient security protection.

Thereis an inherent danger associated with the use of roadblocks; thus, unless
exigent circumstances mandate immediate gpprehension of the suspected
criminal, PF officers generdly must not attempt roadbl ocks without the
authorization of the gppropriate law enforcement officids of the jurisdiction
entered and must not be use roadbl ocks to apprehend suspected
misdemeanants. Under no circumstances will aroadblock be used without the
concurrence of the supervisor of the pursuing PF officers.

Thereis an inherent danger associated with the use of ramming/PIT and tire
deflating devices, thus, unless exigent circumstances mandate immediate
disabling of the suspect vehicle (i.e., unauthorized control of SNM, possession
of explosives), PF officers generdly must not attempt ramming/PIT or usetire
deflation devices without the authorization of a PF supervisor. However, such
authorization is not required when requesting such authorization may effect the
timely termination of the pursuit. Ramming/PIT must not be used to gpprehend
suspected misdemeanants.  Specific guiddines regarding the use of
ramming/PIT and tire deflation devicesin fresh pursuit Stuations must be
developed and approved by the manager of the Field Element. Guidelinesfor
the use of ramming/PIT and tire deflation devices must be included in the
Ste-specific guiddines submitted by the manager of the Field Element to the
Director, OSA, for approval.

d. Aerid Assgance. Where DOE has agrid capahility (e.g., helicopters, fixed-wing

arcraft), specific guiddines regarding the use of arcraft in fresh pursuit Situations,
including pursuit, observation, reporting, and deployment of response forces, must be
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developed and approved by the manager of the Field Element, in coordination with
appropriate State and other local officids. Such aerid pursuit guiddines must be
included in the site-specific guiddines submitted by the manager of the Fidd Element to
the Director, OSA, for approval.

e Water Craft Assstance. Where DOE has waterborne capability, specific guideines
regarding the use of water craft in fresh pursuit situations, including pursuit, observation,
reporting, and deployment of response forces, must be devel oped and approved by the
manager of the Field Element in coordination with appropriate State and other local
offidas. Such water craft pursuit guidelines must be included in the Ste-specific
guidelines submitted by the manager of the Field Element to the Director, OSA, for
approval.

f. Communications.

@ At dl times during a fresh pursuit Stuation, the PF officers involved must make
every atempt practicable to maintain open communications and to relay as
much factud information as possible to the PF dispatcher.

2 Upon the engagement of a fresh pursuit Situation, the PF dispatcher must
immediately notify supervisorsin the PF command structure and the officer in
charge of on-site PF operations.

3 When it becomes apparent to the pursuing PF officers that jurisdictiond ling(s)
might be crossed, this information must be tranamitted immediately to the law
enforcement authorities of the jurisdiction to be entered in accordance with the
Ste-specific emergency notification procedures. To the extent possible, such
natification must include a description of the fleeing suspect and/or vehicle, the
dleged crimind violation for which the suspect is being pursued, and the
location and direction of travel of the suspect.

s} Coordination with Other Law Enforcement Authorities. When other Federa, State or
other local law enforcement authorities with jurisdiction in the areainto which the
suspected crimind has fled join the pursuit, they must be primarily responsible for the
continued pursuiit.

@ The PF digpatcher, supervisorsin the PF command structure, and the officer in
charge of on-site PF operations must coordinate the pursuit efforts of PF
officers with other Federa, State, and/or other locd law enforcement
authorities who assume primary responghility.
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2 PF officers participating in the pursuit must continue to participate in pursuit
operations until otherwise ingtructed by the PF dispatcher, respective
supervisors in the PF command structure, or the officer in charge of on-site PF
operations.

3 At least one PF officer unit will remain avalable to assst the other pursuing
Federd or State and other local law enforcement authorities until the pursuit is
concluded or otherwise terminated. That PF officer will thereafter provide such
law enforcement authorities with dl relevant information regarding the
circumstances surrounding the incident.

Arreds.

@ When other Federa law enforcement authorities [e.g., Federal Bureau of
Investigation (FBI) or United States Marshd] are involved with PF officersin
the apprehension of a suspected crimind (regardless of whether on or off DOE
property), PF officers must relinquish arresting authority to the other Federa
law enforcement authorities.

2 When State or other locdl law enforcement authorities are involved with PF
officersin the off-site apprehension of a suspected crimind, the issue of which
law enforcement officid isin charge in order to effect an arrest isgenerdly not a
matter of policy but one of common sense dictated by the circumstances. Such
an assessment includes an eval uation of the expertise of those present; which
agency hasfirgt established control; and the disruptive effect, if any, of trandfer
of control. The determination of which jurisdiction should makethe arrest is,
therefore, left to the discretion of the officersinvolved. To the extent
practicable, guiddines addressing this issue should be prepared on a
Ste-by-ste basisin coordination with State and other local law enforcement
authorities. Such guiddlines must be included in the Ste-gpecific guiddines
submitted by the manager of the Field Element to the Director, OSA, for
approval.

3 When a suspected felon is gpprehended (regardless of whether on or off DOE
property), or when a suspected misdemeanant is apprehended on DOE
property, the PF officer must immediately notify the gppropriate U.S.

Attorney’ s Office and escort the suspect to the nearest U.S. Didtrict Court or
U.S. Magigirate for arraignment (unless otherwise directed by local Federd law
enforcement authorities, eg., the FBI or aU.S. Marshd). Under no
circumstances must a suspected felon be removed to another jurisdiction
without first being processed through the Federd crimind justice system where
the suspected felon was apprehended.
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4 The pursuing PF officers must ensure that any Government property retrieved
during pursuit or at the time of apprehension is properly secured and achain of
custody is established.
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CONTRACTOR REQUIREMENTSDOCUMENT
DOE M 473.2-2, PROTECTIVE FORCE PROGRAM MANUAL

This Contractor Requirements Document is issued to identify requirements applicable to contractors.
All requirementsin DOE M 473.2-2, PROTECTIVE FORCE PROGRAM MANUAL, apply to
contractors that have responsbilities for administering the DOE Protective Force Program for the
purpose of protecting safeguards and security interests. The requirements in this Manua must flow
down to al subcontractors that have respongbilities for administering the Protective Force Program for
the purpose of protecting DOE safeguards and security interests.
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SUBJECT: PROTECTIVE FORCE PROGRAM MANUAL

Approved: 06-30-00
Chg 1: 12-20-01

I. PURPOSE. To transmit revised pages to DOE M 473.2-2, Protective Force Program

Manual.

2. EXPLANATION OF CHANGES. To provide clarification in area identified during a
comprehensive review of protective force policies. The changes will ensure the policies

are consistent, clear, and concise.

3. FILING INSTRUCTIONS.

Remove Dated Insert Dated
Chapter IV, Page 9 06-30-00 Chapter IV, Page 9 12-20-01
Chapter IV, Page 11 06-30-00 Chapter IV, Page 11 12-20-01
Chapter IV, Page 12 06-30-00 Chapter IV, Page 12 12-20-01
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Chapter VI, Page 4 06-30-00 Chapter VI, Page 4 12-20-01
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BY ORDER OF THE SECRETARY OF ENERGY:
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Deputy Secretary
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